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Abstract

Cryptography is a very important aspect of our daily lives as it gives the theoretical foun-
dation of information security. Quantum computation and information is also becoming a
very important field of science because of its many application areas including cryptology
and more specifically in public key cryptography.

The difficulty of factoring numbers into its prime factors is the basis of some important
public key cryptosystems of which the RSA is an important example. Shor’s Quantum
factoring algorithm leverages most especially the quantum interference effect of quantum
computing to factor semi-prime numbers in polynomial time on a quantum computer.
Though the capacity of current quantum computers to execute the Shor’s Algorithm is
very limited, there are many extensive foundational scientific research on various tech-
niques of optimizing the algorithm in terms of factors such as number of qubits, depth of
the circuit and number of gates.

In this thesis, two variants of the Shor’s factoring algorithm and quantum circuits are
discussed. Next, these variants are simulated on the QASM simulator in the IBM Quan-
tum Experience platform using the Python Programming language and the Qiskit software
development kit. Afterwards, the simulation results are analysed and compared in terms
of their complexity and success rate.

The organization of the thesis is as follow: Chapter 1 discusses some key historical result
in quantum cryptography, states the problem discussed in this thesis and presents the ob-
jectives to be achieved. Chapter 2 summarizes the mathematical background in quantum
computing and public key cryptography as well as describing the notation used through-
out the thesis. This also explains how a realizable order-finding or factoring algorithm
can be used to break the RSA cryptosystem. Chapter 3 presents the building blocks of
Shor’s algorithm including the Quantum Fourier Transform, Quantum Phase Estimation,
Modular Exponentiation and Shor’s algorithm in detail. Different optimization variants
of the quantum circuits are also presented and compared here. Chapter 4 presents the
results of the simulations of the various versions of the Shor’s algorithm. In Chapter 5, we
discuss the achievement of thesis goals, summarize the results of the research and outline
possible future research directions.



Summary

In computational number theory, a fundamental problem is the ability to factor a large
positive integer N. This fundamental problem is the strength of some key public key cryp-
tosystems being used today and key to note is the RSA cryptosystem. Shor’s quantum
factoring algorithm offers a solution with polynomial complexity when compared to the
exponential complexity obtainable in existing classical algorithms. In this thesis, we have
discussed Shor’s quantum factoring algorithm in cryptography, its building blocks and
how an efficient factoring algorithm such as Shor’s factoring algorithm could be used in
breaking the RSA system. We also discussed and simulated two implementation variants
using the standard Quantum Fourier Transform (QFT) and the semiclassical QFT.

From our simulation, we have confirmed previous theoretical results that the variant using
semiclassical QFT optimizes the number of qubits by reducing the number of qubits from
from 2n to 1 qubit in the factorization of an n-bit integer N. However, this comes at
the cost of more quantum operations and measurements thereby resulting in a slightly
lower success rate of finding the right order and hence the right factorization. Another
drawback is that compared to the standard implementation of the QFT, it takes more
time to execute the algorithm including the amount of time it takes for the measurement
outcomes gotten from the simulation to be classically post-processed using the continued
fraction algorithm. Hence when the amount of available qubits is very limited and its
optimization is of higher priority, the implementation of the Shor’s factoring algorithm
using semiclassical is better suited.

Souhrn

V algoritmické teorii ¢isel je jednim ze zasadnich problému schopnost faktorizovat velka
kladna celé ¢islo N. Na schopnosti faktorizovat velka kladna cisla je zalozena vypocetni
sila nékterych klicovych kryptosystému vyuzivajici verejného klice, které se dnes pouzi-
vaji. Jedna se predevsim o kryptosystém RSA. Napriklad algoritmus kvantového faktori-
zovani SHORA nabizi feseni s polynomidlni slozitosti ve srovnani s exponencialni slozitosti
dosazitelnou ve stavajicich klasickych algoritmech. V této praci jsme diskutovali Shortv
kvantovy algoritmus v kryptografii, jeho stavebni kameny a to, jak lze pouzit efektivné pri
prolomeni systému RSA. Rovnéz jsme diskutovali a simulovali dvé varianty implementace
pomoci standardni kvantové Fourierovy transformace (QFT) a semiklasické QFT.

Pomoci simulace jsme potvrdili predchozi teoretické vysledky. Predevsim, ze varianta
vyuzivajici semiklasicky QFT optimalizuje pocet qubitti snizenim jejich poc¢tu z 2n na
1 qubit pri faktorizaci n-bitového celého ¢isla N. To vsak prichazi za cenu vice kvan-
radu, a tedy spravné faktorizace. Dalsi nevyhodou je, Ze ve srovnani se standardni im-
plementaci QFT trva provedeni algoritmu vice ¢asu, véetné doby, kterou trva, nez budou
vysledky méreni ziskané ze simulace klasicky dodatecné zpracovany pomoci algoritmu
pokracujiciho zlomku. Pokud je tedy pocet dostupnych qubit velmi omezeny a jeho op-
timalizace ma vyssi prioritu, je vhodnéjsi implementace Shorova factoringového algoritmu
pomoci semiklasického QFT.
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1. INTRODUCTION

1. Introduction

This chapter introduces the thesis scope which is Shor’s algorithm in quantum cryptogra-
phy. It describes the motivation of the thesis, its objective and the outline of the problem
that it solves. Section 1.1 discusses the history of quantum mechanics especially as it
relates to computer science. In section 1.2, the historical development as well as some key
results in quantum cryptography are highlighted. Section 1.3 summarizes the problem to
be solved in this thesis and in section 1.4, the objectives of the thesis is presented. Lastly,
section 1.5 presents the outline of the following chapters.

1.1. History of Quantum Mechanics

Quantum mechanics is a fundamental theory in physics that gives a description of the
physical properties of nature at the scale of atoms and subatomic particles [1]. Tt differs
from classical mechanics given that energy, momentum and other quantities of a bound
system are quantized. Also in quantum mechanics, objects exhibit wave-particle duality
and the uncertainty principle.

Quantum mechanics began from scientists formulating theories trying to explain obser-
vations which could not be explained with classical physics. Such problems included
the black-body radiation problem which Max Planck solved in 1900 and the relationship
between energy and frequency which Albert Einstein in 1905 explained in his paper on
photoeletric effect. Since then, there has been significant progress in the theory where
new branches such as quantum chemistry, quantum field theory, quantum technology and
quantum information science have arisen from.

After the discovery of elementary particles, it was noticed that they could carry informa-
tion. In 1980, Paul Benioff observed that quantum mechanics could be used to perform
computations [2]. Later in 1982, Richard Feynman had the thought of a "quantum com-
puter” which was to be a computer that used the effects of quantum mechanics such as
superposition and interference to its advantage [3]. Several physicists and scientists have
been working on this idea and in 2009, Aaron D. O’Connell invented the first quantum
machine, by the application of quantum mechanics to a macroscopic object just large
enough to be seen by the naked eye and which is able to vibrate a small amount and large
amount simultaneously[4].

Lately, the key to improving computer performance has been the reduction of size in
the transistors used in modern processors [5]. However, this continual reduction in size
cannot continue for too long as if the transistors become too small, the effects of quantum
mechanics will begin to hinder their performance. Over the years, many ideas for exploit-
ing quantum mechanics in computer science have been proposed. Consequently, the field
Quantum Computer Science was developed and currently could be split into Quantum
Computation and Quantum Communication.
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1.2. History of Quantum Computing and Quantum
Cryptography

Quantum computing is the use of quantum phenomena such as superposition, interference
and entanglement to perform computation. It is a subfield of quantum information science
and began in the early 1980s, when Paul Benioff proposed a quantum mechanical model of
the Turing machine. Later, Yuri Manin in 1980 and Richard Feynman in 1982 suggested
that a quantum computer could simulate things that a classical computer could not do
6, 7.

Quantum cryptography relies on the foundations of quantum mechanics. This is unlike
traditional cryptography which relies on the computational difficulty of mathematical
problems. Quantum cryptography was first proposed in 1968 by Stephen Wiesner who
also introduced the concept of quantum conjugate coding and quantum money. In his
paper titled "Conjugate Coding” published in 1983, he showed how to store or transmit
two messages by encoding them in two ”conjugate observables” [¢]. These included linear
and circular polarization of light thereby ensuring that either but not both, may be re-
ceived and decoded. A decade later, Charles H. Bennett and Gilles Brassard proposed a
method for secure communication based on Wiesner’s conjugate observables [9]. In 1991,
Artur Ekert developed a different approach to quantum key distribution based on special
quantum correlations called quantum entanglement [10]. As traditional public key cryp-
tography is being threatened by the development of quantum algorithms and quantum
computing for breaking cryptosystems, quantum cryptography has received more atten-
tion since the 1990s.

In 1994, Peter Shor developed a quantum algorithm for factoring integers which could
be applied in the decryption of cipher-text encrypted with RSA [11]. Very recently in
December 2019, Craig Gidney and Martin Ekera [12] showed how to factor 2048 bit RSA
integers in 8 hours using 20 million noisy qubits by combining techniques from Shor 1994
[11], Griffiths-Niu 1996 [13] , Zalka 2006 [11], Fowler 2012 [15], Ekera-Hastad 2017 [16] ,
Ekera 2017 [17] , Ekera 2018 [18] , Gidney-Fowler 2019 [19] and Gidney 2019 [20].

There are several models of quantum computing systems, including the quantum cir-
cuit model, quantum Turing machine, adiabatic quantum computer, one-way quantum
computer, and different quantum cellular automata. Amongst these, the quantum circuit
model is the most used and they are based on the quantum bit (qubit) which is analogous
to the bit in classical computation.

There have been significant progress in building a physical quantum computer however
there are a number of significant obstacles impeding the construction of useful quantum
computers. In particular, it is difficult to maintain the quantum states of qubits as they
suffer from quantum decoherence and state fidelity. Hence, Quantum computers require
error correction solutions [21, 22].

Quantum computers obey the Church—Turing thesis which means that any computational
problem that can be solved by a classical computer can also be solved by a quantum com-
puter and conversely, any problem that can be solved by a quantum computer can also
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be solved by a classical computer, at least in principle given enough time. Hence while
quantum computers offer no additional advantages over classical computers in terms of
computability, quantum algorithms for certain problems have significantly lower time com-
plexities than corresponding known classical algorithms. Notably, quantum computers
are believed to be able to quickly solve certain problems that no classical computer could
solve in any feasible amount of time and this phenomenon is called "quantum supremacy”.

A major problem in the execution of a quantum algorithm is the number of qubits required
for the algorithm. In Shor’s algorithm, a major subroutine is the modular exponentiation
and many researchers have focused on optimizing the circuit that realises modular expo-
nentiation operation. In particular, some work have been done in reducing the number
of qubits in implementing the circuit for factorization especially the modular exponen-
tiation sub-circuit. Vedral, Barenco and Ekert in [23] showed that 7n + 1 qubits and
O(n?) elementary gates are needed for modular exponentiation. This number could be
reduced to 5n + 2 qubits with some basic optimization and reduced further to 4n + 3 if
unbounded Toffoli gates are available. As at the time of this writing in IBM Quantum [24]
for example, the maximum Toffoli gates existing is the doubly controlled-NOT'. Beck-
man, Chan, Devabhaktoni and Preskill in [25] performed an extended analysis of modular
exponentiation with a circuit of 5n + 1 qubits using elementary gates and 4n + 1 if un-
bounded Toffoli gates are available. Zalka in [20] also explained a factorization method
with 3n + O(logn) qubits using only elementary gates. As shown in [27], if the type and
size of all the quantum gates are not restricted in any way, the order-finding can be done
directly using controlled multiplication gates with just n + 1 qubits. However, with the
current physical implementation of quantum computer, having no restrictions in the type
and size of the quantum gates is not existing. The work of Stephane [28] showed that
using the semi-classical QFT, the order finding circuit could be performed with 2n + 3
qubits, O(n*log(n)) gates and a depth of O(n?). This thesis is focused on implement-
ing the Shor’s algorithm and simulating the exponential speedup it offers when solving
period-finding problems as theoretically deduced from the work of Stephane [25].

1.3. Problem Outline

Quantum computing is becoming more diverse and practical in several scientific areas.
Currently, there are many quantum computers available such as the one from IBM avail-
able to the public. However, their capacity is still limited especially on the number of
qubits they possess and possible gate operations they can directly perform.

Peter Shor in 1994 discovered an algorithm which have been named after him that showed
how a Quantum computer could factor semi-prime numbers into their prime factors in
polynomial time [I1]. In comparison with classical factoring algorithms, they do so in
exponential time when performed in a generic way. This computational complexity is
the basis for cryptosystems such as the RSA which is widely used in information secu-
rity. Shor’s factoring algorithm when implemented on a scalable quantum computer could
lead to breaking the RSA cryptosystem. This has also encouraged more research in this
area to explore other different ways quantum mechanics can be leveraged in cryptography
applications. Despite the current technological limitation however, much work has been
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done to derive the most efficient quantum circuit implementation with optimism regard-
ing better architectures of quantum computers in the future.

A quantum bit (qubit) is a basic unit of information in quantum computers and is often
implemented with elementary particles. These qubits are fragile and interferes with the
environment despite the great amount of care in isolating them. This forms a fundamen-
tal obstacle in the construction of a scalable quantum computer, hence spurring the need
of optimizing quantum algorithms in terms of the number of qubits used as well as gate
operations in the circuit.

Shor’s algorithm is an example of a complex algorithm with multiple parts can be imple-
mented in various ways usually based on the objective of whether the number of qubits,
or gate operations or other metrics is to be optimized. In this thesis, we try to describe
two implementation variants and compare them with emphasis on the optimization of the
number of qubits used. Though the technology to execute Shor’s algorithm is limited,
quantum computer simulators that can execute the algorithm on classical computers have
been developed. These simulators are great tools to test and analyse quantum algorithms
however as shown in [7], these simulators cannot execute quantum algorithms efficiently.
In this thesis, two variants of the Shor’s factoring algorithm are discussed, simulated and
analysed and compared.

1.4. Goals of the Thesis

The main objective of this thesis is to review and simulate Shor’s algorithm in quantum
cryptography as well as discuss its complexity with respect to classical non-quantum
schemes. This has been fulfilled by achieving the following goals:

Review of Shor’s Algorithm

The Shor’s algorithm should be described in full details. The initial steps of the algorithm
with respect to classical pre-processing, the quantum order finding and classical post-
processing should be discussed. Different approaches to implement the quantum circuits
should be described and its comparison in terms of execution time, success rate and circuit
metrics such as the required number of qubits, number of gates and circuit depth should
be summarized.

Simulation of Shor’s Algorithm
The most significant variants of the quantum circuits should be implemented in a quantum
computer simulator. These should be tested and ensured to be working correctly.

Analysis of simulation results

The simulation results should be presented and analyzed. Comparisons should be made
with respect to execution time and the success rate of the different implementation vari-
ants.
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1.5. Thesis Outline

The organization of the thesis is as follows:

Chapter 2 summarizes the mathematical background in quantum computing and pub-
lic key cryptography. Here we present the notations used in quantum mechanics and
basics of complex linear algebra. Next we discuss the quantum bits (qubits), operations
on qubits and quantum circuits. At the end of the chapter, we summarize integer fac-
torization in cryptography with a focus on how a realizable order-finding or factoring
algorithm could be used to break the RSA cryptosystem.

Chapter 3 presents the building blocks of Shor’s algorithm. We begin by discussing the
Quantum Fourier Transform (QFT), the Quantum Phase Estimation (QPE) and how it
is used as a building block for developing the Shor’s algorithm. Next, we discuss in details
the sub-circuits within the Shor’s factoring quantum algorithm from the quantum adder
to the modular exponentiation. This is followed by discussing a different optimization
variant of the Shor’s algorithm using Semi-classical QFT and the chapter ends with the
complexity analysis of the Shor’s algorithm including the complexity of the subroutines
that make up the entire circuit.

Chapter 4 presents the manual calculation steps of a simple example and a discussion
of the computing steps taken to simulate two variants of the Shor’s algorithm including a
simplified variant that uses a constant optimized circuit. Next, we present the results of
the simulations of the two variants of the Shor’s algorithm on the IBM QASM simulator.
We conclude the chapter by analysing and comparing the complexity and success rate of
these implementation variants of the algorithm.

In Chapter 5, we discuss the achievement of the thesis goals, summarize the results of the
research simulations and outline possible future research directions.



2. Mathematical Background in
Quantum Cryptography

In this chapter, we introduce key concepts in quantum computing and integer factorization
in cryptography. Only the basic concepts which are necessary to understand the thesis
are presented and more comprehensive description can be found in [29, 30]. In section 2.1,
we summarize the concepts of single and multi-qubit as well as gate operations on them
and measurements. At the end of that section, quantum entangled states and quantum
circuits are introduced. In section 2.2, we summarize integer factorization in cryptography
listing some classical integer factorization schemes and their complexities.

2.1. Basics of Quantum computing

2.1.1. Complex linear algebra
Vector space

A vector space V over the scalar field C is a set, the elements of which are called vectors
|v), on which the following two operations are defined

« VxVs ([2)|y) = |z) + [y) €V
e CxVs(\z)) — Ax)yeV
with the following properties:

LV [z),[y), |z) €V,

(@) [z) + ly) = ly) + |z),
(b) |z) + ([y) +[2)) = (lz) + [9)) + [2)-
2.V |2y eV, 30V : 04 |z) = |a),

3.V |z) eV, 3 —fr) eV [z) + (=[r)) = (=]x)) +[z) =0,

(a) 1fz) = =),

(b) A+ p)lz) = Alz) + ple),
(¢) Alulz)) = (Aw)lz),

(d) Allz) + |y)) = Alz) + Aly)

Normed spaces, Inner product and Hilbert Spaces

A norm on a linear space V' is a function ||.|| : V' — R with the following properties:
L Vig) eVl =0,
2.V |p) € Vand X € C, [[Ag) || = Ao



2. MATHEMATICAL BACKGROUND IN QUANTUM CRYPTOGRAPHY
3.V |@) and [¢) € Vi [l[@) + [0} < l[lo) | + ¥
4l =0 = l¢) =0.

A normed linear space (V, || - ||) is a linear space V equipped with a norm || - ||. An inner
product on V is a map (.|.) : V x V — C such that, ¥V |z),|y),|z) € V and o, 8 € C :

Lo (z, Ay + pz) = Mz, y) + p(z, 2),
2. (y,z) = (z,y),

3. (2,7) >0,

4. (x,x) =0 <= z=0.

A linear space with an inner product is called a pre-Hilbert (inner product) space and a
Hilbert space is a complete pre-Hilbert space. In quantum mechanics we work with the
Hilbert space C* and if (x| = |z)T denotes the conjugate transpose of |x), the standard
inner product here is defined as:

(ly) = (lly) =12)y) =D T
=1
where |z) = (z1, ..., z.)", [y) = (y1, .., yn)" € C" with z;,y; € C.

For an element (1| of Hilbert space H representing a quantum system, the normalization
condition given below must hold.

Vle H, @ly) =1

Two important types of matrices in quantum computing are Hermitian (H = H T) and
Unitary (U7! = UT) matrices, where the T symbol denotes its conjugate transpose.
Unitary matrices are important in quantum computation because they preserve the inner
product.

Outer Products and Tensor Products

For two vectors |a) and |b) in a vector space H, the outer product is defined as

ai aiby apby -+ aib,
as| - - B _ _

‘“W’)Jr =la) (b] = .2 [51 bo . bn] _ a2'bl azby
(7% angl e e aan

The outer product is a specific example of the more general tensor product (denoted
la) @ |b) or |ab)) used to multiply vector spaces together and defined on vectors as

a [51] aiby

1
b ab
|CL> ® |b> - bi - a;bi
2 |:b2:| CLQbQ
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For an operator acting on the tensor product of |a) and |b), we take the tensor product
of the operators acting on them. The tensor product of matrices A and B equals:

CLHB s alnB
AR B = : :

amB - apnB

Matrix Exponentials

We note that unitary transformations U are of the form

U = ¢nH — f: (ivH)"
B B —,

where H is an Hermitian matrix and v € R since UUT = e""He=H = 0 =T,

An involutory matrix B is such that B> = I where [ is an identity matrix and for
such involutory matrix B, we have

e"? = cos(y)I + isin(y)B

The Pauli gates introduced in section 2.1.4 are examples of involutory matrices and is a
useful property as these kind of gates are their own inverses.

Lastly, given some matrix M, with eigenvectors |v) and corresponding eigenvalues A,
we have:

M) = (Z %) o=y Mo s A (Z %) ) = )

n =20 n =20

2.1.2. Single Qubit

A quantum bit (qubit) is a bit that obeys the rules of quantum mechanics and is the
basic variable of quantum computers. The state of a qubit is a vector in a two-dimensional
complex vector space. The special states |0) and |1) are called the computational basis
states, and together, form an orthonormal basis for this vector space. Statevectors are
used to describe the state of a system in quantum physics and helps in keeping track of
quantum systems. For example

07
0 Probability of
|z) = [1| <—an object being at
0 position k
0]

10
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Qubit Notation

The states |0) and |1) form an orthonormal basis of C?, so any 2-dimensional vector |qq)
can be represented by a linear combination of these two states. For example:

1

lq0) = [?] can be written as |qy) = LQ|O) + \/L§|1>, where
=

o =[o] w=1}

|qo) is called the qubit’s statevector and is in a state of superposition (linear combination)
between |0) and |1).

Measurements

The probability of measuring a state [¢)) in the state |z) is given by:

p(lz)) = Kzl)[?

The first implication of this rule is that amplitudes are related to probabilities. For the
probabilities to be valid,

(W) = 1.

So if [¢5) = al0) + 811) = /aP+ 18P = 1.

Secondly, this form of measurement is just one of an infinite number of possible ways to
measure a qubit. For any orthogonal pair of states, an alternative measurement can be
defined that would make a qubit choose between the two states.

In general, if v € C is any overall factor on a state and |y| = 1, it is called a global
phase. States differing only by a global phase are physically indistinguishable.

(zl(vla))* = Iv{zla)]® = [{z]a)]?

2.1.3. Representation of single qubits on the Bloch sphere

Given the general state of a qubit (|¢)):

lg) = @|0) + S|1) for &, f € C

Since the global phase cannot be measured, only the difference in phase between the states
|0) and |1) is measured so it becomes:

lg) = a|0) + €?B[1), for o, B, ¢ € R.
Then, since the qubit state must also be normalised so that:
1= |l|g)]] = ad + e“Be ™ = ad + BB = o® + 3

11



2.1. BASICS OF QUANTUM COMPUTING
using the trigonometric identity sin? z 4 cos?z = 1 gives
a=cos?, [ =sinf and hence, |¢) = cos §|0) + ¢'”sin ¢|1)

Interpreting # and ¢ € R as spherical co-ordinates, any qubit state can be plotted on the
surface of a sphere called the Bloch sphere. As an example, we plot in figure 2.1 the qubit
in the state |+) = \%(|0> +|1)) which is a superposition of states |0) and |1) corresponding
to =7/2 and ¢ = 0.

10)

/ /Ay

X

Figure 2.1: Bloch sphere representation of the qubit |+) (0 = 7/2 and ¢ = 0)

2.1.4. Single Qubit Gates

Gates are the operations that change a qubit between states. In C2, qubits are limited to
the form:

lg) = cos (§)|0> + e sin g|1>.

All gates in quantum computing, (except measurement and reset operations), can be
represented by unitary matrices and hence are always reversible. Common single qubit
gates include:

A. The Pauli Gates

The Pauli matrices can represent some very commonly used quantum gates namely the
X, Y and Z gates.

The X-Gate
The X-gate is represented by the Pauli-X matrix:

x=[] o =+ mol

12



2. MATHEMATICAL BACKGROUND IN QUANTUM CRYPTOGRAPHY

The X-gate switches the amplitudes of the states |0) and |1), for example:

0= 13 o] o = i =1

The X-gate is also called a NOT-gate and can be seen as a rotation by 7 radians around
the x-axis of the Bloch sphere. Figure 2.2 shows an example of the action of the X-gate
on a qubit |0) on the Bloch sphere.

qubit O qubit O
|0) |0)
Z I TR

. / . ¥,
L e | g — "
X\ 7 X 7

¥
BN 1

Figure 2.2: Transformation of |0) to |1) using the X-gate

The Y and Z Gates
The Y and Z Pauli matrices also act as the Y and Z-gates in quantum circuits and defined

as follows:
0 —3 1 0
S ) I T

Y = —i0)(A[ +1){0]  Z =]0)(0] — [1)(1]

Also, they perform rotations by m radians around the y and z-axis respectively of the
Bloch sphere. Figure 2.3 shows an example of the action of the Y-gate on a qubit |0) on
the Bloch sphere.

13
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10}

n2 n2

D

Figure 2.3: Transformation of |0) to |1) using the Y-gate

The Z-Gate has no effect on the qubit in the computational basis states |0) or |1) because
they are the two eigenstates of the Z-gate. Another popular basis is the X-basis, formed
by the eigenstates of the X-gate and are called |+) and |—):

[+ = 0+ 1) =35 |

-) = Z10) - 1) = 5 {—11}

In fact, there are an infinite number of bases and to form one, just two orthogonal vectors
are needed.

B. The Hadamard Gate

The Hadamard gate (H-gate) is a fundamental quantum gate that allows qubits move
away from the poles of the Bloch sphere and create a superposition of |0) and [1). It is
represented by the matrix:

1 1
_ 1
=1 {1 —1]
and performs the transformations below:

H]0) = [+), H|1) = |-)

Figure 2.4 shows an example of the action of the Hadamard gate on a qubit |0) on the
Bloch sphere.

14
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10} 10)

n2 - n2

D

Figure 2.4: Transformation of |0) to |+) using the H-gate

C. The R,-gate

The Ry-gate is parameterised by (¢) which specifies its action. The R4-gate performs a
rotation of ¢ around the Z-axis direction and has the matrix:

Ry = B 694 where ¢ € R

The Z-gate is a special case of the Ry-gate, with ¢ = m. In fact there are three more
commonly used gates (I, S, T) all of which are special cases of the R,-gate.

D. The I, S and T-gates

The I-gate
The I-gate (‘Id-gate’ or ‘Identity gate’) is a gate that has no effect on the qubit state and
has the identity matrix as its representation:

S

The S-gates

The S-gate is an Ry-gate with ¢ = /2 performing a quarter-turn around the Bloch
sphere. Unlike the X|Y,Z and H gates, the S-gate is not its own inverse having as inverse
St-gate. The ST-gate is also an Ry-gate with ¢ = —m/2:

1 0 1 0
et i T: i
=l ] el

We observe that SS|q) = Z|g) and hence the S-gate is also called "\/Z-gate” since two
successively applied S-gates has the same effect as one Z-gate.

15



2.1. BASICS OF QUANTUM COMPUTING

The T-gate
The T-gate is an Ry-gate with ¢ = 7/4 having the matrix representation

1 0 1 0
T — i TT — i
Similar to the S-gate, the T-gate is also called the v/ Z-gate.

E. General U-gates

The Us-gate is the most general of all single-qubit quantum gates and is a parameterised
gate of the form:

cos(0/2) - —esin(0/2)
Us(6, 9, \) = Lz’qﬁ sin(9/2) Mo 008(9/2)]

We will use IBM Quantum Experience platform [241] which is a platform for simulating
and running quantum programs so let us remark that it only provides the U, and U; gates
which are specific cases of the Uz gate where § = 7, and 0 = ¢ = 0 respectively:

F LT —e L0
Us(2:00) =02 = 5 | s girtio|  Us(0,0,0) =T =

Before running on IBM quantum hardware, all single-qubit operations are compiled down
to combinations of Uy, Uy and Us gates and hence these U gates are also called the physical
gates.

2.1.5. Measuring in Different Bases

An X-gate can be created by sandwiching the Z-gate between two H-gates as follows:

X=HZH
Start Apply H-gate  Apply Z-gate Apply H-gate
[0) |0}
A0 R
X | , J//, Y

Figure 2.5: Creation of the X-gate from the Z-gate
Source: IBM Qiskit

This is verified below:

16
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Transform Measure in Transform back
to Z-basis Z-basis to X-basis
[0) [0). [0)
N AN SN

.-- _/'I\

7 7
/ y
/

Figure 2.6: Creation of the X-measurement from the Z-measurement [65]

Similarly, an X-measurement can be created by sandwiching the Z-measurement between
two H-gates.

2.1.6. Multi-Qubits

The state of two (2) qubits could be described with four (4) complex amplitudes stored
in a 4—dimensional complex vector. Its representation is:

‘CL> = CLO(]|OO> + a01|01) + a10|10) + a11|11) =

The measurement for two qubits is defined in a similar way as in the case of a single qubit,
for example the probability of measuring a state |a) in the state |00) is given by:

p(|00)) = [(00]a)[* = |aoo|*

Also, the normalisation condition holds in a similar way as in the case of a single qubit. We
have that the normalisation condition on |a) represented above implies that the following
equation holds:

‘CL00|2 -+ ’(101|2 + |Cl10|2 + ’a11‘2 =1

The collective state of two separated qubits can be described using the tensor product

given below:
__|ao . bo
=[] m=y]

by X Bo} 2020
lba) = |b) ® |a) = e
by X { O] 140
1
aq blal

17



2.1. BASICS OF QUANTUM COMPUTING

Following similar rules as in the case of two qubits, for three qubits we have that :

-Coboao_
coboay
cobiag
cobiay
c1boag
c1boay
cibiag

| C1 by aj |

|cba) =

Where |b> = b00‘00>+b01‘01>+b10’10>+b11’11> and ’C> = COQ|OO>+C(]1|01>—|—010’10>—|—CH‘11>.

Hence n qubits require 2" complex amplitudes.

Single Qubit Gates on Multi-Qubit Statevectors

For a single qubit gate acting on a qubit in a multi-qubit vector, the tensor product is
used to calculate the multi-qubit statevector and furthermore, the tensor product is again
used to calculate the matrices that act on these statevectors.

Given the two-qubit |q1qo), the simultaneous operations of two single qubit gates (for
example H and X) can be represented using their tensor product given as:

X|q1) ® H|qo) = (X ® H)|q1q0)

with the operation of these single qubit gates given by:

0 x
0 1 11 1
X®H:{ ]@i{ ]z—
V2 _
10 =17 Ve,

—_ = = =
—_ = = =
—_
(\]

which is then applied to the 4-dimensional statevector of |q1qp). Another more compact
notation of X ® H is:

X®H:{O H}

H 0

To apply a gate to only one qubit at a time, the tensor product is done with the identity
matrix for example X ® [

18
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2.1.7. Multi-Qubit Gates

The CNOT-Gate is a conditional gate that performs an X-gate on the target qubit, if the
state of the control qubit is |1). When the qubits are not in a superposition of the |0) or
|1) states, the CNOT-Gate have the following truth table representation given below:

Input |target, control) | Output |target, control)
|00) |00)
|01) |11)
|10) |10)
‘11> ‘01>

The CNOT-Gate acting on a 4-dimensional statevector has one of the following two
matrices representation using |q;qp) notation:

1000 1 000
000 1|. . 01 0 0f . .
00 1 0 if qg is the control and 000 1 if qo is the target
0100 0010
Hence for
Qoo Qoo
@)y = | ™, CNOTJa) = || ©
a1o @10
a1y Qo1 | <

Where the qubits in the positions indicated by the arrow have been flipped.

2.1.8. Entangled States

The state \%(|00) + |11)) is called a Bell state. This state has 50% probability of being
measured in the state |00) and state |11) respectively hence no possibility of being mea-
sured in the states |01) or [10). This combined state cannot be written as two separate
qubit states and although the qubits are in a superposition state, measuring one will tell
the state of the other and collapse its superposition.

For two qubits, there are four Bell states and each have the maximal value of 2v/2 and

hence are called maximally entangled Bell states. These four Bell states form the Bell
basis of the four-dimensional complex vector space V for two qubits and are given below:

19



2.1. BASICS OF QUANTUM COMPUTING

\‘P+>—f (J00) + [11))
o) = — f (01) + [10))
|@° >—f 100) — |11))
= >_f 01) — [10))

An easy way to create an entangled Bell state is by taking a computational basis as input
and then applying a H gate on the first (or second) qubit and then a CNOT gate having
control as the first (or second) qubit and target as the second (or first) qubit.

The measurement result of a single qubit in a Bell state is random but once the first
qubit is measured in the computational basis, the measurement result of the second qubit
is certain to be same (for ® Bell states) or the negation (for ¥ Bell states) as that of the
first qubit measurement.

2.1.9. Quantum Circuits

A quantum circuit is a computational routine consisting of coherent quantum operations
on quantum data, such as qubits, and concurrent real-time classical computation. It is
an ordered sequence of quantum gates, measurements and resets, all of which may be
conditioned on and use data from the real-time classical computation. Any quantum pro-
gram can be represented by a sequence of quantum circuits and non-concurrent classical
computation [31].

Igtgéf:élon Quantum Gates Measurements
— T L S e—

Go — @) — H
o A ——

» —1} I—T*

crz d
Oxl

crx

Classically Controlled
Quantum Gates

Figure 2.7: Components of a quantum circuit [65]

The quantum circuit in figure 2.7 uses three qubits (g, ¢1 and ¢o) and two classical bits.
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2. MATHEMATICAL BACKGROUND IN QUANTUM CRYPTOGRAPHY

There are four main components in a quantum circuit namely Initialization and reset,
Quantum gates, Measurements and Classically conditioned quantum gates. These are
illustrated in Figure 2.7.

2.2. Integer Factorization in Cryptography

In this section, we will discuss the application of integer factorization in the RS A cryp-
tosystem and conclude with a list of some classical factorization algorithms together with
their complexity.

2.2.1. Rivest—Shamir—Adleman (RSA) Cryptosystem

Public key cryptography (PKC) are cryptosystems that do not require a secured channel
for the transmission of the encryption key. Hence the security of PKC is based on the
computational hardness of deriving the private key given the public key. Some of such
computational hardness include Discrete logarithm, Shortest vector problem in a lattice
(Lattice-based cryptography) and Integer factorization. Examples of cryptosystems de-
pending on each of these computational hard problems are:

1. Discrete logarithm: Cramer—Shoup, Diffie-Hellman key exchange, Curve25519,
ElGamal and Elliptic Curve Cryptography.

2. Lattice-based cryptography: NTRUEncrypt and GGH encryption scheme

3. Integer factorization: Cayley—Purser, Schmidt—Samoa, Paillier, Rabin and RS A
cryptosystems

In particular, we note that RSA is used with key lengths of 1024 to 4096 bits long and
we will now discuss an example of how it could be used.

If Alice wishes to communicate securely with Bob, Alice needs to generate her private
and public key pair and make her public key known to Bob. She performs the following
steps to generate her public and private key pair:

1. Choose 2 large prime numbers, p and q.
2. Compute the product n = pq.

3. Choose a random small odd integer, e, such that gcd(e, o(n)) = 1 where ¢(n) =
(p—1)(g — 1) is the Euler-phi function of n.

4. Calculate d = e~ mod p(n).

5. Hence, Alice public key is the pair P = (e,n) while her private key is the pair
S = (d,n)

If Bob wishes to send a message (M) to Alice, he performs the following:
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1. Convert the message M to a number m (say L bits long)

2. If L > |logn|, break m into blocks of at most |logn| bits and encrypt the blocks
separately.

3. For each block, compute E(m) = m®(modn) where E(m) is the encrypted message
4. Bob sends E(m) to Alice

Alice deciphers F(m) using her private key S = (d,n) by performing the following:

D(E(m)) = E(m)%(modn)
= m®(modn)
= m!**M) (modn) [since ed = 1(modp(n)) = ed = 1+ kp(n) for some k € Z|
= m - m*™ (modn)

= m(modn) [since by Euler’s theorem, m#™ = 1(modn)]

This works both in the case when ged(m,n) = 1 and ged(m,n) > 1. When ged(m,n) = 1,
then the justification is as shown above.

If ged(m,n) > 1, then either p or ¢ or both divide m. For example, if p | m and
q 1 m, p | m implies that m = 0 mod p and so m® = 0 = m mod p. Then by Fermat’s
little theorem, ¢ { m implies that m#™ = 1 mod ¢ since ¢(n) = (p — 1)(¢ — 1). So from
ed = 1+ kp(n), m* = m mod ¢ and from the Chinese Remainder Theorem (CRT), we
have that m® = m mod n so that Alice can also recover the message (m) even when
ged(m,n) > 1.

RSA can be broken through order-finding and factoring. If an attacker receives the
ciphertext m® mod n and has the public key (e, n), then he can find the order (r) of the
encrypted message so tht (m¢)” = 1 mod n. Supposing r exists, then ged(m®,n) = 1. If
r does not exist, then m® mod n and n will have a common factor which can be com-
puted by using the Euclid’s algorithm hence enabling the attacker to break the RSA
using the method based on factoring. From the CRT, r | ¢(n) and since ged(e, p(n)) = 1,
ged(e,r) = 1 hence e™! mod r exists and we denote it by d’. This means ed’ = 1 + kr for
some k € Z and the attacker can recover m by computing:

U

(m®)? (modn) = m'** (modn)

= m - m*" (modn)

= m(modn)

Hence we see that with an efficient order-finding algorithm, even without the attacker
knowing the private (d,n), he can break and recover the original message m.

The second method based on factoring allows the attacker to completely recover the
message m and the private key (d,n). If the attacker could factor n = pq, then he can
compute ¢(n) = (p—1)(¢—1). Hence, given ¢(n) and e, he can compute d = e~ mod p(n)
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and completely recover the private key (d,n) of which computing the original message m
is now a trivial operation.

2.2.2. Classical Factorization Schemes

In this section, we will summarise some classical factorization schemes. This will closely
follow the sequence as presented in [32].

Factorization schemes are generally divided into two. The first is referred to as Dark
Age methods which include algorithms such as Trial division, p — 1 method, p+ 1 method
and Pollard rho method etc. The second is referred to as modern methods and include
algorithms such as Continued Fraction Method, Quadratic Sieve, Elliptic Curve Method
and Number Field Sieve (NFS) amongst others.

The complexity of modern factoring algorithms lies between polynomial and exponen-
tial time, in an area referred to as sub-exponential time. This complexity of modern
factoring algorithms are measured by the function

Ly(a, B) = exp (8 + o(1))(log N)*(loglog N)' =)

Where we see that Ly (0, 3) = (log N)?T°() is polynomial time and Ly/(1, ) = Nf+°M) is
exponential time [32].
The prime factorization of an n-bit integer using the General Number Field Sieve (GNFS)

. . . . . . ®<n1/3 log?/3 n) .
algorithm (which is the best known classical algorithm) requires e operations

[29] and as at the time of writing, its theoretical asymptotic running time [33] is:

(( 3 %+o(1)> (lnn)%(lnlnn)%> o O(Gc'n% (log (”))%

e ) where ¢ is a constant

Other factoring algorithms with their complexities include:
1. Sieve of Erathostenes [O(nloglogn)] [31],
2. Trial Division factoring method [O <%)],
2

3. Pollard’s (p-1)-method [O(Bx log Bz log®n)] where B is a smoothness bound,

4. Lenstra elliptic-curve factorization method [e(‘/ﬁ“’(l))v inpln lnp] where p is the small-

est factor of n[35],
5. Self-initializing Quadratic Sieve (QS) [O(e(ﬂlognloglog")))],

6. Index Calculus Method [k9U°e®)] [30].

With Shor’s algorithm, this complexity reduces to O(n?log (n)log (log(n))) which is a
little faster than O(n?).
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3. Building blocks for the Shor’s
algorithm

This chapter discusses the Shor’s algorithm. In section 3.1, we introduce the Standard
Quantum Fourier Transform and the Semi classical Quantum Fourier Transform. In sec-
tion 3.2, we discuss the Quantum Phase Estimation. The Shor’s algorithm is discussed in
section 3.3 and section 3.4. In section 3.5, we give 3 theorems that gives a reliability of
getting a solution from Shor’s algorithm even though it’s probabilistic. Detailed discus-
sion of the Modular exponentiation operation based on the Quantum adder is discussed
in section 3.6. We end the chapter with a discussion of some implementation variants of
the Shor’s algorithm in section 3.7 and the complexity analysis of the Shor’s algorithm
including its subroutines in section 3.8.

3.1. Quantum Fourier Transform

The Quantum Fourier Transform (QFT) is the quantum implementation of the Discrete
Fourier Transform (DFT) over the amplitudes of a wavefunction. DFT acts on a vector
(g, ...,xy—1) and maps it to the vector (yo, ..., yy—_1) according to the formula

N-1
_ gk gk 2mild
Y = —F— E Tiwy where wy = €N, 3.1
\/N — IN N ( )
Sil?vﬂ?rl% the QFT acts on a quantum state » Z.A;_Ol x;]7) and maps it to the quantum state
> iio Yili) according to the formula 3.1 where |i) is in decimal digits representation so

that as an example, for 2-qubits, |2) = |10).

The QFT can also be expressed as the map:

| Nl .
|z) — \/_N 2 Wi |y)
Or the unitary matrix:
Uarr = —= 3 Y il
QFT VN i N 1Y

QFT transforms between the computational (Z) basis, and the Fourier basis for example,
the H-gate implements the QF'T for single-qubit systems.

|State in the Computational Basis) EF—T—> |State in the Fourier Basis)

Let N = 2™ and let QF Ty act on the state |x) = |1 ...x,). Then we have that,
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N-1
QFTy|x) = Wit y)
y=0
N-1
= 2/ ) since wi = ™% and N = 2"
y=0
N-1

k=1

H 627rmyk/2k N yn>

y=0 k=1

<|O) I 627ri:5/2k|1>> [by expandlngz = 21: zl_: o zl:]

0) H%m)) ® (|0> +e%x|1>) ®...® <|0> +e%x|1>> ® <|0> +e%xll>>
(3.2)

3.1.1. Standard QF'T circuit

The circuit implementing the standard QF'T uses two gates. The first gate is a single-
qubit Hadamard gate H, and its action on the single-qubit state |zy) is

Hlz) = = (10) + eF29) 1))

1
V2
The second gate is a two-qubit controlled rotation C'ROT}, given in block-diagonal form
as

I 0

CROT: = [0 UROT,

} where UROT), = Ll) XP?QM)}

The action of CROT}, on the two-qubit state |z;x;) where the first qubit is the control
and the second is the target is given by

CROT|0x;) = |0x;) and CROTy|1x;) = e<%xj>|1xj>

Using these gates, a circuit that implements an n-qubit QFT is given by figure 3.1
Starting with an n-qubit input state |xixs...x,), steps to implement the circuit are as
follows:

1. Apply H-gate to qubit 1 transforming the input state to
1 27
Hi|xizo ... x,) = 7 [|0> + exp <7x1) |1>] ® |ows ... xp)

25
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Figure 3.1: The Quantum Fourier Transform Circuit for N = 2" [6]

For i = 2 to n, apply the UROT; gate on qubit 1 controlled by qubit i. for i = 2,
the transformed state is now

1 2ms 2me
7 {|O> + exp (?a@ + 7m1> |1>} ® |rows . .. xp)

. After the last UROT, gate (i.e ¢ = n) is applied on qubit 1 controlled by qubit n,

the state becomes

1 2m 2mi 21 211
E |O> + exp 2—nfL’n + an_l + ...+ ?L’EQ + 71'1 |]_> & |£L‘2[E3 .. fL’n>

which is equivalent to

% [\0> ©exp (%x) y1>} & |vas. .. 7)

r=2"to 42" 200+ ... 42, + 2%,

since

After applying a similar sequence of gates for qubits 2, ..., n, the final state is:

% {yo> + exp (%x) |1>} ® % [|0> + exp <22ﬂ :c) |1>} ®...
® % [|o> + exp (%x) |1>] & % [|0) +exp (%Q |1>]

This is the QF'T of the input state as shown in equation 3.2 but with the qubits reversed
in the output state. Hence to get the desired QF'T, we apply swap operations to reverse
the order of the output qubits. As the QFT circuit becomes larger, an increasing amount
of time is spent doing increasingly slight rotations. However with approximate QF'T,
we can ignore rotations below a certain threshold and still get good results. This is also
important in physical implementations, as reducing the number of operations can greatly
reduce decoherence and potential gate errors. However, to further reduce the gate errors,
techniques such as Quantum Error Correction using repetition codes is used. More on
this can be found in [29].
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3. BUILDING BLOCKS FOR THE SHOR’S ALGORITHM

In IBM Qiskit [24], the implementation of the CROT gate is a controlled phase rota-
tion gate and defined as
1 00 O
010 0
CP(o) = 001 0
00 0 €%

Hence, the mapping from the C'ROT), gate used above into the C'P(f) gate is

0 =2m/2F = m/2"!

This implementation of the QFT on n qubits requires O(n?) operations [29] however, in
the physical implementations, there are thresholds for the precision of the gates. This is
because many phase shifts will be very small and almost negligible that we could ignore
the phase shifts with k& > k., Where k., is a given threshold. Coppersmith [37] showed
that the error introduced by ignoring all gates with k > k4, is proportional to n2 Fmas,
Hence we can choose ke € O(log(%)).

The implementation of this approximate version of the QQ F'T on n qubits requires O(nlog(n))
gates. The depth of either the exact or approximate QFT can be reduced below O(n)
but it requires using extra qubits in parellelization techniques as shown in [37]. Hence the
depth of the standard QFT on n + 1 qubits is O(n).

3.1.2. Semiclassical QFT (’One controlling qubit’)

Robert Griffiths and Chi-Sheng Niu in 1995 presented an alternative way to perform the
standard QFT [39]. Their idea was from the assumption that two-qubit gates could be
difficult to construct than single-qubit gates in their physical implementation. Hence they
proposed a circuit which used only one-qubit gates that were classically controlled.

If we interchange the roles of the target and control qubits of the U ROT; gates in figure
3.1, we observe that after the application of the H gate on the i qubit, no other gate
operates on it (except the swap operation) till it is measured. Hence it is possible not
to delay the measurements and instead measure the i qubit just after the application
of the H gate. We can then use the measurement result which is a classical bit value to
classically control the U ROT; gates. As we will see in section 3.7, using the semiclassical
QF'T can be used to optimize the number of qubits used in the Shor’s factoring algorithm.

3.2. Quantum Phase Estimation (QPE)

Given a unitary operator U, the aim of the Quantum Phase Estimation (QPE) algorithm
is to estimate the phase @ of U in the relation U|y) = €2™%|¢)). Here |1)) is an eigenvector
of U and €*™% is its corresponding eigenvalue. The general quantum circuit for QPE is
shown in figure 3.2.
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1 2 3 4
| | | |
|
H— | 17N
| | | |
| | | |
| | | |
H * | mialn
| | | |
I I QFTT I
| | | |
: : -
| | | C
| T T |
| | | |
| | | |
iy | ji®ay
| I | | |
| | | |
) : U2t U2’ U2’ : : :

Figure 3.2: The Quantum Phase Estimation Circuit for N = 2" [67]

The top register (also referred to as counting register) contains n qubits, and the bottom
register contains qubits in the state of the eigenvector [¢)). QPE algorithm leverages the
effect of phase kickback to write the phase of U to the n qubits in the counting register.
This phase of U denoted by 6 is in the Fourier basis and QF 7" is then used to translate
this from the Fourier basis into the computational basis, which is finally measured.

Due to phase kickback, when a qubit is used to control the U-gate, the qubit will ro-
tate proportionally to the phase e?™. Hence, successive CU-gates can be used to repeat
this rotation the right amount of times until (f) has been encoded within the interval
0 < 60 < 2" in the Fourier basis. Lastly, the inverse QF'T" is applied which transforms this
to the computational basis. Steps to implement the circuit are as follows:
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1. Circuit setup: We setup two registers as follows. The first register (counting

register) will contain n qubits with which it will store the value 2"0. The second
register will store |i) so that after the circuit setup, we will have:

o = 10)°" )

. Put qubits in counting register in a state of superposition: For the n qubits

in the counting register, we will apply H®" to get:

1

v = 57 (10) + 1) [0)

. Application of controlled unitary operations (C' —U): The C' — U operations

applies U on the target register when its control bit is in the |1) state. Given an
eigenvector |1)) of U, we have that U|y) = e2™%|¢)) and since U is unitary, it implies
that
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U2j|¢> _ UQj_lUWJ) _ U2j_1627ri9|1/1> L 62M2j0|¢>

Hence after the application of all the n C—U? operations where 0 < j < n —1, we
use the relation |0) ® [¢) + |1) ® e2™|¢) = (|0) + €*™|1)) ® [¢) to get:

by = 2% (|O> i e27ri92n_1|1>> Q- ® (|O> + 627Ti921’1>> ® (]O> + 62“i920|1>> ® [)

2" —1

_ 2% Z 627ri0k|k> ® |¢>
o (3.3)

where £ is the representation of n-bit binary numbers in base 10.

4. Application of QFT': From the result in equation 3.3 and equation 3.2, x = 2"6.
Hence, an inverse Fourier transform is applied on the counting register to retrieve
the state |2"0) and hence the output is given below

2" —1 2n—-12"—-1

1 - 1 _ 2mik r—2on
|13) = oF Z 2™ k) @ [y) P— Z Z e 2 @201 @ ) (3.4)
k=0 QF T z=0 k=0

5. Take measurements of the counting register: Equation 3.4 peaks near x =
2™¢. If 2" is an integer, then with high probability, measurement of the counting
register in the computational basis gives the phase:

[¥a) = 12"0) © [¢)

If 26 is not an integer, equation 3.4 still peaks near x = 2"6¢ with probability better
than 4/7? ~ 40% as given in [29].

3.3. Shor’s Algorithm

Quantum factorization generally consists of classical pre-processing, quantum algorithm
for order-finding and classical post-processing [29, 41, 12]. The only use of quantum
computation in Shor’s algorithm is in order finding (indicated by the black arrow in
figure 3.3) which entails finding the order r of @ modulo N, where N is an n -bit integer
to be factored.

a" = 1(modN)

The factoring algorithm for N as given in [29] is:
1. If N is even, return the factor 2.

2. Determine classically if N = p? for p > 1 and ¢ > 2 and if so return the factor p.
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Shor's Factoring Algorithm

Given N
v
N is even? —Yes—»
Mo
v
> >
For p=0 aﬁd q _1 Yes
.determine classically if N = p%

No
A4

——® Choose a random integer
» abetween 2 and N-1

\ 4
QCd(a’N) - _Yes_b-

No

A

I
to determine r such that a"=1(modN)

v

|

78S g 1=1(mod2) 2
No
¥
Yes
a" = ~1(modN)
MNo
v

Compute
1 =ged(@™ - 1,8 ) and
2 = ged(@™ + 1,N)

v
If for all a, f1 and f2
No Is f1 or f2 a non-trivial are trivial factors of
factor of N? N, primality test
should be done on N.

Yes
¥

Figure 3.3: Overview of Shor’s factoring algorithm

3. Choose a random number a such that 1 < a < N — 1. Using Euclid’s algorithm,
determine if gcd(a, N) > 1 and if so, return the factor ged(a, V)

4. Use the order-finding quantum algorithm to find the order r of a modulo N.

5. If 7 is odd or 7 is even but a™/? = —1(modN), then go to step (3). Else, compute
ged (a2 —1,N) and ged (a”/? + 1, N) . Test to see if one of these is a non-trivial
factor of IV, and if so, return the factor.

With at least 50% probability, 7 will be even and a™/? # —1(modN) [29, 42]. The quan-
tum part of the algorithm (i.e. step 4) is computable in polynomial time on a quantum
computer and we can build the order-finding circuit using a polynomial number of elemen-
tary gates and a linear number of qubits [12]. While the best-known classical algorithm
requires super-polynomial time to factor the product of two primes, Shor’s algorithm does
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this in polynomial time. Here, our focus will be on the quantum part of Shor’s algorithm,
which solves the problem of period finding. Since, a factoring problem can be turned into
a period finding problem in polynomial time, an efficient period finding algorithm can be
used to factor integers efficiently too.

3.4. Period finding

Consider the periodic function:

f(z) = a® mod N

where a and N are positive integers, a < N, and ged(a, N) = 1. The period, or order (r),
is the smallest (non-zero) integer such that

a mod N =1

Shor’s solution was to use QPE on U defined as:

Uly) = |ay mod N)

Starting in the state |1), each successive application of U will multiply the state of our
register by a (mod N), and after r applications, we will have the state |1) again.
So a superposition of the states in this cycle (|ug)) would be an eigenstate of U:

r—1
1
lug) = — E la* mod N
0> \/F e >

An interesting eigenstate could be one in which the phase of the kth state is proportional
to k hence the phase is different for each of these computational basis states:

1 &
\U1>—szzoe )

2mi
Uluy) = e |uy)

Hence we see that the eigenvalue contains r» which ensures that the phase differences be-
tween the r computational basis states are equal. However, there are other eigenstates
with this behaviour and so to generalise, the phase difference is multiplied by an integer
s and which then appears in the eigenvalue as given in equation 3.5:

27rzsk

r—1
Ug) = —= a® mod N
) \f e et mod )

k (3.5)
2718

Ulus) = e v |us)
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3.4. PERIOD FINDING

From equation 3.5, we have a unique eigenstate for each integer value of s where

0<s<r-—1

Summing up all these eigenstates, the different phases cancel out all computational basis
states except |1) to imply that |1) is a superposition of the eigenstates of U:

Since the computational basis state |1) is a superposition of these eigenstates, if we perform
QPE on U using the state |1), we will measure a phase of:

S
¢ = - where s is a random integer satisfying 0 < s <r —1

Finally to obtain the period r, continued fractions algorithm on ¢ is used. The circuit
diagram for the Shor’s period finding algorithm is shown below

1:| —

() + ) + -

o fupoa))

Figure 3.4: Shor’s period finding algorithm for U? [65]

As shown in fig 3.4, creating the U? gates by repeating U grows exponentially (rather
than polynomially) with j. Hence we consider this operator:

U” |y) = |a*y mod N)

This grows polynomially with j and so the calculation a? mod N is efficiently possible.
The repeated squaring algorithm usable in classical computers can be used to calculate an
exponential and this algorithm is even simpler in the case of exponentials in the form 27.
However, even though this algorithm scales polynomially with j, modular exponentiation
circuits are more involved and is one of the constraints in Shor’s algorithm. A simplified
version of the implementation is seen in reference [25] and discussed in section 3.6.

32



3. BUILDING BLOCKS FOR THE SHOR’S ALGORITHM

3.5. Reliability of getting a solution from Shor’s algo-
rithm

After taking measurements in the Shor’s period finding algorithm, we get the phase ¢
and by the continued fraction algorithm, we are guaranteed for a precision level to get a
rational number sufficiently close as given in the following theorem in [29].

Theorem 1. Suppose s/r is a rational number such that
i3
r =g
Then s/r is a convergent of the continued fraction for ¢, and thus can be computed in
O (n3) operations using the continued fractions algorithm.

The claim about step 5 in Shor’s algorithm described in section 3.3 is confirmed by the
following theorem [29]:

Theorem 2. Suppose N is an n bit composite number, and x is a non-trivial solution
to the equation z*> = 1(modN) in the range 1 < x < N, that is, neither x = 1(modN)
norx = N — 1= —1(modN). Then at least one of gcd(x — 1, N) and ged(z + 1, N) is a
non-trivial factor of N that can be computed using O (n®) operations.

By repeatedly choosing a random number a as specified in step 3 of section 3.3, we are
almost guaranteed that we won’t have to do so many trials as the probability approaches
1 as the number of trials increases. This is summarized in the following theorem as given
in [29]:

Theorem 3. Suppose N = p{*...p%m is the prime factorization of an odd composite pos-
itive integer. Let x be an integer chosen uniformly at random, subject to the requirements
that 1 < x < N —1 and x is co-prime to N. Let r be the order of x modulo N. Then p (r
is even and 2"/* # —1(modN)) > 1 — &

3.6. Modular exponentiation in Shor’s algorithm

As shown in figure 3.4, the order finding algorithm requires several smaller quantum
circuits from the primitive Quantum addition up to the more involved modular exponen-
tiation circuits. All the subroutines that makes up the Shor’s algorithm are discussed in
this section and closely follows the idea presented in [28].

Quantum addition

There are two major variants of the addition circuit that could be used in Modular ex-
ponentiation namely Plain adder and Quantum Adder. Many variants of the quantum
addition circuits have been proposed and for the modular exponentiation circuit explored
in this thesis, we will use the version proposed by Draper [13] and shown in figure 3.5.
This circuit comprises of 2 registers namely A and B. Register A takes n qubits as input
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3.6. MODULAR EXPONENTIATION IN SHOR’S ALGORITHM

representing a number a, and register B takes n qubits containing the QQF'T" of another
number b denoted as ®(b). After the addition operation, register A remains the same but
register B now contains the QFT of (a + b) mod 2" which we denote as ®(a + b). Since
we want to find the period of the function a® mod N where a < N is a classical random
variable, it’s sufficient to only add a classical value to the quantum register. Hence, the
qubits representing a can be changed to classical bits and so the gates are classically
controlled.

o) —4—— — o)
) — 9 ——— o,

0, - .o Jar)

‘a0> ’ ’ . L AEn ‘a0>
| ¢,H(b)>@@- @é} : ég : : ¢,,_1(a+b)i
: : 0 (@+h)

0, ~ - ooy,

|0 () : : : @ oy (a+b)

Figure 3.5: Quantum addition as given in [28]

QFT Adder gate

Next, since the addition is performed in the Fourier space, the circuit can be denoted as
the ADD(a) gate. This gate is shown in figure 3.6 with a thick black bar on the right of
the gate symbol to differentiate it from its unitary inverse. To prevent addition overflow,
n + 1 qubits are needed in register B so that ®(b) denotes the QFT of (n + 1) qubit
register containing a n-bit number.

Applying the unitary inverse of ®ADD(a) (denoted ®"*ADD(a)) with input ®(b), ei-
ther ¢ (2" — (a — b)) if b < a or ¢(b— a) if b > a is gotten. This ®'ADD(a) gate is
used for subtraction and comparing. This gate is shown in figure 3.7 with a thick black
bar on the left of the gate symbol.

A
|om) peg |o@+b) = |om) =

N

&) ;
‘

Figure 3.6: Adder gate [2]

C |@(a+b))

oo> o

e
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|b—a) if b>a

QFT =

|@%QH:

Figure 3.7: Adder gate inverse 28]

S 00>a
11
|

|27 (a—b))if b<a

Modular adder gate

The ®ADD(a) gate, is used in building a modular adder gate (figure 3.8) and we denote
it as PADD(a) mod N. For this gate, a + b is first computed and N subtracted from it if
a+b> N. Its input are ®(b) with b < N and a classical number a also satisfying a < N.
To create the PADD(a) mod N gate, we do the following:

lew)
)
[}
A O((a+b)mod N)
QFT" QFT[D F[eemed)
@
< loy

OO> g

|@(@+b)mod Ny

| o)

z33

Figure 3.8: Modular adder gate [28]

1. Apply PADD(a) gate to register ®(b) to contain ®(a + b) with no overflow
2. Apply @ 'ADD(N) to get ®(a+b— N)
3. Apply QFT?" on the whole register to access the Most Significant Bit (MSB)

4. Use the qubit from step 3 as the controlling qubit of a C-NOT gate acting on an
ancillary qubit

5. Reapply QFT and use the ancillary qubit in step 4 as the control qubit for a
PADD(N) controlled gate. This gives ®((a + b) mod N) in the register.

6. To restore the ancilla to |0), the identity 3.6 below is used:

(a+b)mod N >a<a+b< N (3.6)

7. To get the most significant qubit of (a 4+ b) mod (N — a) so as to compare (a +
b) mod N with a, we apply @ 'ADD(a) and then QFT"
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8. Apply a NOT gate on this most significant qubit and use it as the controlling qubit
of a C' — NOT with the ancilla as the target.

9. Apply another NOT gate on the most significant qubit

10. Apply QFT and ®ADD(a) gates on the register B. This gives the computation of
®((a + b) mod N) with clean ancilla.

In the Shor’s algorithm, we use a doubly controlled ®AD D(a) mod N. To do this with low
complexity of the circuit, only the PADD(a) gates are doubly controlled and two control
qubits (|e;) and |co)) are added. By close inspection, we observe that if the ®ADD(a)
gates are switched off, then the entire circuit implements the identity gate on all qubits
since b < N.

Controlled-SWAP

The controlled-SW AP gate is composed of two controlled-NOT' and one Toffoli gates as
depicted in figure 3.9.

T>S 0@

Figure 3.9: Controlled SWAP gate [25]

This performs a SWAP operation on two qubits controlled by a third qubit and needs
O(n) of the controlled-SW AP gates to SWAP n qubits in a controlled manner.

Controlled multiplier gate

The doubly controlled ®ADD(a) mod N gate is used in building a controlled multiplier
gate denoted CMULT(A) mod N as shown in figure 3.10. Its inputs are |c)|z)|b) and its
output is dependent on the value of the qubit |c) as follows:

1. If |e) = |1), its output is |¢)|z)|b + (ax) (mod N))

2. If |¢) = |0), its output remains as |c)|x)|b)
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)

N

u | x>

L

T ‘ (b+asx)mod N>
(@) if =1
mod

N | b> if =0

Figure 3.10: Controlled multiplier gate [28]
To implement the CMULT(A) mod N gate, the following identity 3.7 is used:
(az) mod N = (... ((2%azo) mod N + 2'az;) mod N + ...+ 2" 'az,_;) mod N (3.7)

From identity 3.7, to create the CMULT(A) mod N gate, only n successive doubly con-
trolled ®ADD(a) mod N gates are needed with each adding a different value (2°a) mod N
for 0 < i < n. After these n operations, the output is |z)[b) — |z)|b + (az) mod N)
however, our objective is to compute |z) — [(ax) mod N). To do this, two controlled
multiplication and one swap gate is used as shown in figure 3.11 and steps are outlined

as follows:
B <) = |9 <)
‘(a-x)mOdN> ife=1 (a+x)mod Ny if c=1
|x) — T |x) ife=0 %) ‘|x> ifc:0>

=10

Figure 3.11: Controlled U, gate [28]

1. Apply the CMULT(A) mod N gate to |c)|z)|0)

2. Apply a controlled-SW AP between the two registers (i.e. apply SWAP if |c) = |1))
for n qubits since the most significant qubit of (ax) mod N will always be 0 because
of the one extra qubit storing the overflow in the PADD(a) gate.

3. Apply the CMULT(a™') mod N gate where a~! is the inverse of a and can be
computed classically in polynomial time using the Extended Euclidean algorithm
and will exist since a and N are co-prime. Hence CMULT(a™') mod N transforms
le)|2)[b) = |e)|z)|(b — ™ x) mod N).

The resulting gate from these series of operations will be denoted C'— U, for controlled-U,
and its action is summarily as follows:

L. if |¢) = |0), it does nothing
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2. if |¢) = |1), the two registers are transformed as follows:

|)|0) — |z)|(ax) mod N) — |(ax) mod N)|x) — |(ax) mod N) |(z —a'az) mod N)
= |(az) mod N)|0)

Since at the end of the computation, the bottom register returns to |0), this extra register
can be considered as part of the C' — U, gate implying that

C —U,:|r) — |(ax) mod N)

This is exactly the needed gate in the quantum order-finding circuit as shown in figure
3.4. To get the modular exponentiation operations (C' — U,)", C' — U,» can be computed
directly since:

(a"x) mod N = (a...(a(ax) mod N) mod N...) mod N .
nt?ges

where a” mod N is computed classically.

3.7. Implementation variants of the Shor’s algorithm

In this section, we will discuss possible optimization variants of the Shor’s factoring al-
gorithm. The optimizations apply to the QFT and Quantum modular exponentiation
subroutines. Here, we will focus on minimizing the number of qubits needed for a suc-
cessful implementation of the Shor’s algorithm.

There are two versions of the Quantum modular exponentiation operation. One uses
a classical adder while the second uses a QFT adder. The QFT adder has been discussed
in this thesis in section 3.6 while more details on the classical plain adder which uses the
NOT, CNOT and Toffoli gates can be found in [23].

In section 3.1, we discussed two variants of the QFT namely the standard QF7T and
the semiclassical QFT. Different combinations of the Quantum modular exponentiation
and QFT can be selected to implement the Shor’s factoring algorithm. These are as
follows:

1. Variant 1 (Classical approach) [23]: Quantum modular exponentiation with classical
adder + Standard QF'T": In this variant the algorithm needs 7n + 3 qubits where n
is the number of bits of the number N to be factored.

2. Variant 2: Quantum modular exponentiation with classical adder + semiclassical
QFT. This however does not reduce the number of qubits required hence we omit
this.

3. Variant 3: Quantum modular exponentiation with QFT adder + Standard QFT.
This reduces the number of required qubits to 4n + 2. This variant is simulated in
section 4.3.2 and we will refer to it as the shor standard QFT variant.
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4. Variant 4: Quantum modular exponentiation with QQ F'T" adder + semiclassical QF'T'.
This further optimizes the number of required qubits to 2n + 3. This variant is
simulated in section 4.3.3 and we will refer to it as the shor semiclassical QFT
variant.

Everything we need to know about the shor_standard QFT variant has been discussed in
section 3.1.1 and 3.4 and the idea of the Semiclassical Q) F'T" has been discussed in section
3.1.2. Hence what remains is to discuss how Semiclassical QF'T can be incorporated in
the Shor’s factoring algorithm.

3.7.1. Shor’s algorithm using Modular Exponentiation with Quan-
tum Adder and Semiclassical QFT

Since in Shor’s algorithm (section 3.3) immediately after the QFT is performed the reg-
ister is measured, it makes it possible to interleave the measurements of each individual
qubits with the steps of QFT. Then classical bit values of the measurements could be
used in controlling subsequent quantum gates.

The idea of the Quantum Modular Exponentiation with QFT Adder semiclassical QFT
using one controlling qubit instead of 2n qubits done in the standard Q) F'T" was proposed
by Zalka [26]. Stephane Beauregard then worked on this idea and developed the circuit
which implemented it as discussed in [28].

The quantum controlled rotations C' — U ,; could be replaced with ’semi-classically’ con-
trolled rotations of the subsequent qubits [10, 26, 27]. Hence, the control bit is measured
and, if the outcome is 1, the rotation is performed quantumly. This is possible because
the controlled-U gates all commute and QF T can be applied semi-classically and so we
can compute the inverse QQF'T" semi-classically.

1) —U,° U,." =

Figure 3.12: Factoring using the one control qubit technique [2]

By applying the operations sequentially as shown in figure 3.12, the answer can be gotten
bit by bit in each iteration. Each measured bit determines the unitary transformation
that will be applied after every controlled-U step before the next measurement. Hence
this simulates the inverse Quantum Fourier Transform QFT' being followed by a mea-
surement as shown in figure 3.4. With this, only 2n + 3 qubits are used to factor an n-bit
number N and its complexity analysis will be shown in section 3.8.
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3.8. Complexity Analysis of the Shor’s Algorithm

Given an n-bit number N, the complexity analysis is done by keeping track of the number
of qubits, order of the number gates and order of the depth of the circuit (and sub-circuits)
in each subroutine that makes up the order finding circuit. We recall from section 3.4
and 3.6 that the order finding circuit uses only single qubit gates up to doubly controlled
conditional phase shift gates and up to doubly CNOT gates. As shown in [11], since these
gates can be implemented using a constant number of single qubit gates and CNOT's,
these gates will be considered as elementary quantum gates in this analysis.

The PADD(a) gate in section 3.6 requires n + 1 qubits (an extra qubit added to prevent
addition overflow) and O(n) single qubit gates in constant depth. When a control qubit
is added to the circuit, the depth becomes O(n) since the conditional phase shifts are
sequentially performed.

The doubly controlled PADD(a) mod N circuit in figure 3.8 requires n+4 qubits (that is
lc1), |ca),|0) and n+1 in |®(b))). It also requires O(nkq.) gates but has a depth of O(n)
independent of k4, because the QF'T's can be parallelized [28]. The CMULT (a) mod N
circuit is a total of n doubly controlled ®ADD(a) mod N so requiring 2n + 3 qubits,
O(n?kumaz) gates and a depth of O(n?).

The controlled-STW AP on n qubits needs O(n) gates and depth respectively hence the C'—
U, circuit which requires two of the CMU LT (a) mod N circuit and one controlled-SW AP
needs 2n + 3 qubits, O(n?k,,q.) gates and a depth of O(n?).

For the entire order-finding circuit, 2n of the C' — U, circuits are needed hence requiring
2n + 3 qubits, O(n®ke.) gates and depth of O(n3). Using the exact QFT in the adder
gate, knq: = n while using the approximate QFT, ke = O (log (%)) and number of
gates is O(n3log(n)) for any € polynomial in &.

Out of the 2n + 3 qubits used in this circuit, one is used as an ancilla for the modu-

lar addition, another is used to prevent overflow from the addition operation and n are
used as an ancillary register to get modular multiplication from successive additions.
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4. SIMULATION OF SHOR’S ALGORITHM

4. Simulation of Shor’s Algorithm

We present in this chapter the results of the simulation of Shor’s algorithm using a sim-
ulator. Firstly in section 4.1, we introduce the IBM Quantum Experience simulation
environment. In section 4.2, we give a detailed breakdown of the calculations for a sim-
plified case. Section 4.3 presents a detailed work-through of simulation cases using two
variants of the algorithm and a constant optimized version. Section 4.4 presents and
discusses the actual results of the different simulations.

4.1. Architecture of the Quantum Computer and Sim-
ulator Used

We used the IBM QASM __simulator available publicly on IBM Quantum Experience [24].
The key module on the IBM Quantum Experience platform is the Qiskit library and users
can write quantum programs in the Python programming language. A Python user can
also install the Qiskit library in their local Python environment and use locally. The IBM
Quantum computing platform has both a graphical environment (called Quantum com-
poser) and a source code editor in the form of Python Jupyter notebook (called Quantum
lab). Due to the complicated nature of the circuit to implement the Shor’s factoring al-
gorithm and the need to automate several steps including the classical pre-processing and
post-processing, we wrote program codes in the Quantum lab as it gives a lot of flexibility.
Figure 4.1 shows the interface of the IBM Quantum lab.

IBM Quantum Lab

(] Lab files File Edit View Insert Cell Kernel Widgets Help tTrusted  Python 3 :‘ N 'Jupyter
o= B o+ x & 6B 4+ ¢ »Run @ C » Code v m © + lu Memory:15GB/8GB

Q Y p— q q
@ measurement = initial undesired measurement.split(" ")[1]

x_value = int(measurement, 2)
LS N I New file + prob_this_result = 100 * frequency/shots

& / Thesis / Final_simulations factors = get_factors(N, a, measurement)

Name: Updated |, if factors:
prob_success = prob_success + prob_this_result
B a(3D_NE3)_standard... 12 hours ago result_successful_counts = result_successful_counts + 1

if factors not in result_factors:
= SEMICLASSICAL QFT_.. 12 hours ago
- result_factors.append(factors)

elif not factors:

5 ZE2NED SEniEmk.: ey prob_failure = prob_failure + prob_this_result
result_failure_counts = result_failuze_counts + 1

2 N_33_SEMICLASSICAL... 12 hours ago

return [result_factors, prob_success, prob_failure, total_counts, result_successful_counts,result_failure_counts]
B a(2)_N(33)_semiclassi.. 12 hours ago
B a(@7) NE@L) semiclss..  12houssge Main program
B a(7)_N(33)_standard.csv 13 hours ago N

de my_shoz(a,N,shots):

B a(16)_N(21)_semiclas... 13 hours ago B start_tine_nunber = datetime.now()

start_time = stazt_time_number.strEtime (“%H:¥M:%5")
< STANDARD_QFT_QISKL.. 14 hours ago : STy St © GG

validate_min('N', N, 3)
B a13)_N@1)_semiclas... 14 hours ago T R e’y @ &)
B a(5)_N(33)_standard.csv 15 hours ago PN dor N2 == 0

Figure 4.1: IBM Quantum Lab

IBM Qiskit Aer is a simulator for quantum circuits that includes realistic noise models
and the QASM Simulator is the main Qiskit Aer backend. This backend simulates the
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4.2. EXAMPLE USING SHOR’S ALGORITHM TO FACTOR N =15 MANUALLY

execution of a quantum circuit on a real quantum device and outputs measurement counts
as well as the final quantum state vector of the device at the end of the simulation. Figure
4.2 summarizes the QASM simulator system specifications as at the time of running the
simulations. We note that most of the parameters listed in the figure didn’t change
throughout the simulation period which took a few days.!

Version Information

Qiskit Software Version
Oiskit 0.25.3
Terra 0.17.1
Aer 0.8.2
Ignis 0.6.0
Aqua 0.9.1

IBM Q Provider 0.12.3

System information

Python 3.8.8 | packaged by conda-forge | (default, Feb 20 2021, 16:22:27) [GCC 9.3.0]
oS Linux
CPUs 8

Memory (Gb) 31.400047302246094
Thu May 20 14:30:38 2021 UTC

Figure 4.2: Qiskit version information

4.2. Example using Shor’s algorithm to factor N = 15
manually

In this section, we begin by factoring N = 15 manually using the steps in the Shor’s
algorithm outlined in 3.3. The steps are generally divided into 3 parts namely the clas-
sical pre-processing, quantum order finding algorithm and classical post-processing. The
classical pre-processing steps are outlined below:

Step 1 (Check if N is even): 15 =1 (mod 2) hence N is not even

Step 2: Check if N = a® for integers @ > 1 and b > 2. Manually checking for all
numbers up to v/N shows that N is not of the form a®

LAt first, the system specification and version information wasn’t recorded during the trial and testing
phases. However, the data used in the analysis were from experiments that ran under these exact
specifications.
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4. SIMULATION OF SHOR’S ALGORITHM

Step 3: Randomly choose x where 1 < x < 14 for e.g. = = 7. Next compute
d = ged(7,15). By Euclidean algorithm,

Hence d = 1 implying 7 and 15 are co-prime.

Next, we move to the second part which uses the quantum order finding algorithm to
obtain the order r of the chosen x mod N.

Step 4: Use the QPE to find the order r of 7 (mod 15). The number of bits n rep-
resenting N = 15 is:
n = [logs(N + 1)] = [logs(14)] = 4

We initialize the circuit by creating 2 quantum registers (”counting register(c)” and "act-
ing register(a)”) and each containing 4 qubits. We also create 1 classical register con-
taining 4 classical bits to store the result of the measurements. Then we perform the
following QPE steps:

Step 4i: All qubits are initialized to ground state |0) = {(ﬂ as shown in figure 4.3

so we have |0)®4|0)®4

counting_register_0 — ¥} —
counting_register 1 — lll‘f’g] -
counting_register_2 — I —
counting_register_3 — ¥} —
acting_register_0 — I —
acting_register_1 — ¥} —
acting_register_2 — W) —
acting_register 3 — ¥ —

[1,01

. . 4
classic_register =——

Figure 4.3: Initialization of circuit
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Step 4ii: We apply Hadamard gate to the counting register and Pauli-X gate to the
last qubit in the acting register as shown in figure 4.4 to get

[HH0)*] 0)** = %l[|0> +0 +12) 4+ -+ 15)]1)

counting_register_0 — Wl —H —
counting_register_1 —lll‘l’g]_ H —
counting_register_2 — I#h —H —

counting_register_3 — ¥ —H —

acting_register_0 — I

acting_register_1 — ¥}

acting_register_2 — I}

acting_register_3 — I —.—

. . 4
cIaSS|c_reg|ster S

Figure 4.4: Application of Hadamard and X-gate

Step 4iii: We apply Uly) = |ay (mod 15)) and powers of Uly) given by U? |y) = |a®y
(mod 15)) for 7 = 0,--- ,n—1 to the qubits in the acting_ register controlled by the qubits
in the counting register to get

1
=7 [|0)|7O(m0d 15)) + [1)|7"(mod 15)) + |2)|7%(mod 15)) + - - - + |15)|7**(mod 15))

Expanding and simplifying further gives

= %[|0>|1> +|1)|7) + [2)]4) + [3)[13) + |4)|1) + [5)[7) + [6)]4) + |7)|13)

H8)1) +[9]7) + [10)[4) + 1) [13) + [12)[1) + [13)[7) + [14)|4) + |15)[13)

Step 4iv: Taking measurements on the acting register (say we measured [13)), we
have:

[13) +17) + [11) + [15)] @ [13)

| —

Step 4v: We apply QFTT on the counting register to get
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counting_register 0 — I} —H

counting_register_1 — M, — H

counting_register_2 — [I]ll‘g‘ — H

counting_register_3 — I} —H

acting_register_0 — I} 0 —0 — 1 _ai_
acting_register_1 — [I]#Q‘ 1 — & & &
771 mod 15 772 mod 15 774 mod 15 778 mod 15
acting_register 2 — [l]'l‘o)‘ 2 — & E— E—
acting_register_3 — ¥} —.— 3 —3 —3 3 ?
. . 4 0 1 2 3
classic_register

Figure 4.5: Application of the U-gate and measuring the acting register

QFTT|3 Z —27i- 3y/16|y
1 (4.1)
_ Z Z 6—7rz'3y/8|y>
y=0
QFT!T) = Ze mETY/8 1)) (4.2)
QFT'11) = Z e~mHY/8 g (4.3)
1 15
QFT'15) = T D ey (4.4)
y=0
1 & 3 7 17 15
QFTT|C> = g Z |:€71'Ty + eil'Ty + e —i- =g + e I'Ty ’y>
y=0

_ é [4]0) + 4i[4) — 4]8) — 4i[12)]

Where some terms cancelled illustrating how we leverage the effect of quantum interfer-
ence.

Step 4vi: Measure the counting register (figure 4.7) to get [0000) = |0) or |0100) = |4)
or [1000) = |8) or |1100) = |12) with roughly equal probability of 1/4 as shown in figure
4.8.

At this point, we will continue with classical post-processing steps to obtain the order
r and finally get the factors.

Step 5: Analysing the different possible results, we apply the continued fractions al-

gorithms where necessary depending on the measured outcomes. Hence we have the
following scenarios:
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counting_register_0 — ¥} —H I
counting_register_1 — ¥} —H .
QFTT
counting_register_2 — ¥} —H ,
counting_register_3 — ¥} —H s
. . ) L ) ]
acting_register_0 — ¥ 0 o 0 0 —ﬂ
acting_register_1 — ¥ 1 —_1 E— _—
7~1 mod 15 772 mod 15 774 mod 15 7~8 mod 15
acting_register_2 — [|"l‘n)] 2 —2 8 2
acting_register_3 — ¥ —.— 3 _— 8 = ?7
N . 4 0 1 2 3
classic_register

Figure 4.6: Application of the inverse QF'T on the counting register

1

1. Measured |0): This is trivial and we have to restart. So with probability ~ -, we

4 )
were unsuccessful.

. Measured |4): Phase ¢ = £ = 2 = 1. Hence by the continued fractions algorithm in

T
this easy case, r = 4. Since r is even, we proceed to the next classical post-processing

step where we compute the following:

z = a"*(modN) = 7%(modN) = 4

Now, x+1=5 = ged(5,15) =5and v —1 =3 = gcd(3,15) = 3. Hence,
with probability = i, we have gotten the factor of N = 3 x 5 in this case

. Measured [8): Phase ¢ = £ = 5 = 1. Hence r = 2 or r = 4. The latter case

2
is similar as above for the case of measuring |4) and for the former, even though

72#£1(mod15), we get one of the factors as follows:
z = 7*(modN) =7

Now, x4+ 1=8 = gcd(8,15) =land x —1 =6 = gcd(6,15) = 3. with this
first factor, the second factor is trivial to obtain. Hence with another probability
~ }L, we have gotten the factor of N = 3 x 5 in this case.

. Measured [12): Phase ¢ = £ = £ = 3. Hence r = 4 and we get similar result as the

case of measuring [4). So ﬁnally with another probability of &

the factor of N = 3 x 5 in this case.

1

7, we have gotten

Overall, we have seen that with probability ~ 3/4, we get the factors of N =15=3 x5
at the first run. Running this simulation more times for different starting values increases
the chance of being successful in obtaining the desired factors.

This was a very easy case to illustrate the Shor’s algorithm. As can be seen in figure 4.11,
the period is 4 and as shown above, using this period gives us the factors of N =3 x 5.
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counting_register_0
counting_register_1
counting_register_2
counting_register_3
acting_register_0
acting_register_1
acting_register_2

acting_register_3

4. SIMULATION OF SHOR’S ALGORITHM

classic_register

Figure 4.7: Taking measurements on the counting register

0.32 1

0.24{

Probabilities

0.16{

0.08 1

0.00

o]
o

L]
S S
Py

S S

Figure 4.8: Measurement outcomes
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4.3. Computer simulations

In the following computer simulations, we used Shor’s algorithm with various modifica-
tions to factorise the numbers N = 15, 21 and 33. To illustrate the details of the steps
taken in this computer simulations, we will consider the case of N = 15 = 11115. Hence
the number of bits (n) representing N is 4. Later in section 4.4, we will present the results
from the other simulations and analyse these results. As discussed in section 3.7, some
variants of implementing the Shor’s algorithm include the following combination.

1. Variant 1: Quantum modular exponentiation with classical adder 4+ Standard QF'T

2. Variant 2: Quantum modular exponentiation with classical adder + semiclassical
QFT

3. Variant 3: Quantum modular exponentiation with QF7T adder + Standard QFT
4. Variant 4: Quantum modular exponentiation with QQF"T" adder + semiclassical QFT

Quantum modular exponentiation with QFT adder was explained in section 3.6 and the
explanation of Quantum modular exponentiation with classical adder proposed by Vedral,
Barenco and Ekert in 1996 and implemented in a reversible way can be found in [23]. The
standard QF'T" was discussed in section 3.1.1 and the semiclassical QFT" was discussed in
3.1.2. With respect to these variants, the simulation was done along the following line:

o Using Constant-Optimized Quantum Circuits for Modular multiplication which we
referred to as shor normal constant in section 4.3.1

o Simulating variant 3 by using the modular exponentiation circuit with QFT adder
which uses the standard QQFT and which we referred to as shor standard QFT in
section 4.3.2

e Simulating variant 4 by using the modular exponentiation circuit which uses Semi-
classical QFT and which we referred to as shor semiclassical QFT in section 4.3.3

4.3.1. Computer Simulation: Constant-Optimized Circuits (shor_ nor-
mal__constant)

To factor N = 15, we begin by randomly chose a = 7 and used 8 counting bits. To
create the circuit for Uly) = |ay mod 15), we used a simplified version of the modular
exponentiation circuit based on the results from Igor et al. (2012) [15]. This simplified
the modular multiplication circuit for different choices of @ mod N as shown in 4.9.

Furthermore, we notice that by a manual computation of these constant-optimized circuits
for f(x) = Cx mod 15, the circuits for 2 and 13, 7 and 8, 4 and 11 all give similar circuit
output with the difference being only the X gate applied to 7, 11, 13. Hence the following
steps which we apply for the case of choosing a = 7 can be easily reproduced for other
choices of a with very little modifications. To create the function U”, we repeated it x
times because

U? |y) =

a®y mod N> . (4.5)
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Figure 4.9: Circuits for f(z) = Cx mod 15, ged(C,15) = 1, (left); C = 2k, (right)
C =15-2k.

The detailed steps are below:

1.

Initialise a quantum circuit with two registers. The first having 8 qubits and the
second having 4 qubits.

. We put the qubits in the first register to a maximal superposition state by applying

the Hadamard gate.
Next we apply an X gate to the last qubit in the second register |0)

In applying the controlled-U operation, we use the optimized version given in fig-
ure 4.9 which amounts to performing 3 swap operations and repeating x times to
implement U*.

QFTT is applied to the 8 qubits in the first register and we measure these qubits
to get the final circuit shown in figure 4.10. Measurement outcomes are shown in
figure 4.12.

&
'
E_
-3

774 mod 15 7716 mod 15

Figure 4.10: Constant-optimized Shor’s circuit

Results from the measurements are post-processed classically by doing the following

 Using continued fractions algorithm, we get 0/1, 1/4, 1/2 and 3/4. Hence r = 2 or

4. This clearly agrees with the graph of 7% (mod 15) shown in figure 4.11 showing
that the period is indeed r = 4

o Sinceris even and a”/? +1="7>+1=75 (mod 15) is a non-trivial factor of 15, we

compute ged(5,15) = 3 and hence we get the factors of 15 =3 x 5.

This entire circuit used 12 qubits and 8 classical bits.
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Example of Periodic Function in Shor's Algonthm

X X X

7 mod 15
M
W
b
»

=
b
B
o
=
=
ka
=

Figure 4.11: Graph of 7* (mod 15)

0.262 0253

0242 0.243

0.24
0.16
0.08

Register Output Phase

01000000 (bin) = 64(dec) 64/256 = 0.25

000 00000000 (bin) = O(dec)  ©/256 — 0.00

Probabilities

10000000 (bin) = 128(dec) 128/256 = 0.50
11000000 (bin) = 192(dec) 192/256 = 0.75

0000 000

S S
S §
=

S S
S ~

00000 000

Figure 4.12: Measurement results and Measured Phases
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4.3.2. Simulation: Quantum modular exponentiation with QFT

adder + standard QFT (shor_standard__QFT)

This variant implements the circuit for modular exponentiation using Quantum Fourier
transform Adder as described in section 3.6. It uses the standard implementation of the
QFT as discussed in section 3.1. This circuit requires 4n+2 qubits to factor an n-bit inte-
ger N and this implementation variant will be referred to as the shor__standard_ QFT
variant. For consistency, We also chose a = 7 and created the following registers:

An auxiliary quantum register "aux_ reg” with n + 2 qubits. This was used for the
addition and multiplication operations

A quantum register "up_reg” with 2n qubits where the standard QFT was per-
formed

A quantum register "down_ reg” with n qubits where the multiplications were made

A classical register "up_ classic” with 2n classical bits where the measured values
of the qubits are stored.

Next, we initialized the "down_ reg” to |1) by applying the X gate and created maximal
superposition in "up_ reg”. Thus the total number of qubits used was 4n+2 = 4(4)+2 = 18
qubits.

up_reg 0 — H —
up_reg 1 — H —
up_reg 2 — H —
up_reg_3 — H —
up_reg_4 — H —
up_reg 5 —H —
up_reg_6 — H —
up_reg_7 — H —

down_reg_0 —.—

down_reg_1

down_reg_2

down_reg_3

aux_reg_0

aux_reg_1

aux_reg_2

aux_reg_3

aux_reg_4

aux_reg_5

" 8
up_classic ===

Figure 4.13: initialization of the circuit

We applied the multiplication gates as showed in the work by Stephane Beauregard [25]
and discussed in section 3.6 in order to create the exponentiation. The actual modular ex-
ponentiation operation U* was discussed in section 3.6 with circuit diagram in figure 3.11
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showing its dependence on the CMULT(A) mod N operation. To finish up, we applied
QFT' and took measurements. The final circuit is shown in figure 4.14 where the cir-
cuits for ®ADD(a), ®ADD(a) mod N, controlled-SWAP and CMULT(A) mod N are
all embedded within the modular exponentiation U? shown in the figure. Running this

up_reg_0
up_reg_1
up_reg_2
up_reg_3
up_reg_4
up_reg_5
up_reg_6
up_reg_7
down_reg_0
down_reg_1
down_reg_2
down_reg_3
aux_reg_0
aux_reg_1
aux_reg_2
aux_reg_3
aux_reg_4

aux_reg_5

.8
up_classic

Figure 4.14: Final circuit of the shor_standard QFT variant for factoring N = 15

Probabilities

0.20

0.05{

Measurement results from shor_standard_QFT circuit variant

0116

0118

0110

0.130

o 0~ oy
S ~ O
§88
S o 9O
§ & 8

‘UO:O 22,

0010 0.011

Figure 4.15: Measurement results of the shor standard QFT variant for factoring N =

15

circuit 1024 times on IBM QASM __simulator returned 84 different possible measurements
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with varying frequency.

Figure 4.15 shows the top 30 outcomes with a probability of being measured. We note
that this seemingly noisy data is due to the realistic noise model being implemented on
the IBM QASM _ simulator which simulates how a real quantum computer will perform.
These "errors” in a quantum computer can come from many sources including dephasing
and decoherence of the qubits, quantum state preparation, quantum gate operations or
even measurements. However, four results (K') standout namely |00000000), 01000000},
|10000000) and [11000000) each corresponding to 0, 64, 128 and 192 in integers. For a
measurement outcome K, the phase ¢ = 25,1 = 2 where r is the period of a = 7 we are
trying to get and can be gotten from the continued fraction algorithm. We notice that 258
for the different values of K corresponds to 0, 0.25, 0.5 and 0.75. From the computations

in section 4.2, we get the answer to the factorization of 15 =3 x 5.

We also notice from the results that the probability of success P(s) > 0.110 + 0.119 +
0.130 = 0.359. By theorems 1, 2 and 3, we are quite certain that with a few more trials,
the correct order will be deduced and the much lower probability of obtaining the right
measurement outcome seen here is mainly due to noise.
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4.3.3. Simulation: Quantum modular exponentiation with QFT

adder + semiclassical QFT (shor__semiclassical QFT)

This implementation is based on the Modular exponentiation with the QFT adder dis-
cussed in section 3.6 together with the QFT implemented semiclassically discussed in
section 3.1.2. This variant needs 2n + 3 qubits to factor an n-bit integer N and we will
refer to this variant as shor semiclassical QFT. Similar to the shor standard QFT ver-
sion, we chose similar parameters and performed similar operations. The major change
was that we replaced the standard QFT implementation with semiclassical QFT. We
describe the key implementation differences below:

We initialize a quantum register with only 1 qubit where the semiclassical QFT was
performed

We initialized a classical register with 1 bit used to reset the state of the top single
qubit to 0 if the previous measurement was 1

We initialized the down register to 1

For each round in 2n cycles, we applied the following

1. An X gate to up_reg classically controlled by the classical auxilliary register
2. An Hadamard gate to up_reg

3. Modular exponentiation operation using CMULT(A) mod N applied the nec-
essary amount of times.

4. At the " round of the 2n cycles, for another set of 2! sub-rounds, we further
apply the following operations

(a) A phase rotation gate u; to up_ reg classically controlled by the up classical
register having a value equal to the index of this sub-round

(b) An Hadamard gate to up_reg

(c) Two measurements of the single qubit in the up register. The first mea-
surement is stored in the ** classical bit in the up classical register while
the second measurement is stored in the single bit in the aux_ classic reg-
ister

At the end of these cycles of operations, we take final measurement of up_ reg. Since
the circuit is too large to be shown in this report, the beginning part of the circuit
is shown in figure 4.16 while the final part is shown in figure 4.17. The complete
circuit is accessible at [16] by zooming accordingly .

Next we compiled the circuit with an optimization level of 3 on the QASM  simu-
lator and ran it with 1024 shots.

As expected, the results were very noisy due to the large number of QASM instructions
with each instruction introducing its own noise. From the 1024 simulations, there were
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up_reg 0

down_reg_0

down_reg_1

down_reg_2

down_reg_3

aux_reg 0

aux_reg_1l

aux_reg_2

aux_reg_3

aux_reg_4

aux_reg 5

N B
up_classic
- =0 w0 ™l

aux_classic

[ [ [}

up_reg 0

down_reg 0

down_reg_1

down _reg 2

down_reg_3

aux_reg 0

aux_reg_1

aux reg 2

aux_reg 3

aux_reg 4

aux_reg 5

N B
up_classic
O 01 02 03 0

aux_classic
- o1

Figure 4.16: Beginning part of the Shor’s factorization circuit for N = 15 with semiclas-
sical QFT

128 different possible measurements with varying frequency.

Figure 4.18 shows the top 30 outcomes with a probability of being measure and it’s
difficult to really select with a high level of certainty what the likely measurement will
be. To this end, we processed the result programatically as follows:

1. We converted the measurement outcomes from binary to base 10 then sorted them
by their frequency

2. We divided each outcome by 28 to get the phase ¢ = 2

IThe complete image of the final circuit could not be uploaded alongside the thesis because of the
limit on the size of attachments. Hence it can be accessed at https://raw.githubusercontent.com/mar-
tynscn/Thesis/main/shor__semiclassical_final_ circuit_long.png
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up_reg 0
down reg 0
down_reg_1
down_reg_2
down_reg_3

aux reg 0
aux_reg_1
aux_reg 2
aux_reg 3
aux_reg 4
aux reg 5
up_classic

aux_classic

up_reg 0
down_reg_0
down _reg 1
down_reg_2
down reg 3

aux_reg 0
aux reg 1
aux_reg 2
aux_reg 3
aux reg 4

aux_reg 5

. 8
up_classic

aux_classic

U _

7

w7

0

GTe

0

wTE

0

Figure 4.17: Final part of the Shor’s factorization circuit for N = 15 with semiclassical

QFT

3. We applied the continued fraction algorithm to the phase ¢ with a possible maximum
denominator of 103 since we know the size of N and to save time and computing

resources.

4. If the continued fraction terminates successfully and yield ¢ =
p=gcd(az +1,N) and ¢ = ged(az — 1, N).

s

-, We compute

5. We confirm that p and/or ¢ are non-trivial factors of N and if true, then we record
the factorization along with the probability of that measurement outcome to be

used in determining the overall success rate.

After performing these steps, we found that in at least 22.36% of the time out of 1024 shots,
our algorithm yielded the right answer. We say at least here because we discarded those
measurement outcomes which in applying the continued fraction algorithm was giving
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4. SIMULATION OF SHOR’S ALGORITHM

Measurement results from shor_standard_QFT circuit variant
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Figure 4.18: Measurement results of the shor semiclassical QFT variant for factoring
N =15

denominators greater than 1000. If this threshold was moved higher, the probability of
obtaining the period r is certain to at least remain the same or better still increase.

4.4. Simulation Results

As we previously described in section 4.2, we simulated three variants of the Shor’s algo-
rithm namely shor normal constant, shor standard QFT and shor semiclassical QFT.
However, the shor normal constant variant is not interesting to analyse and compare
because it is not scalable. The constant optimized circuit we used is different for every N
and already precomputed. Hence, we begin with analysing the execution time of the two
implementation variants (4.3) in section 4.4.1. In section 4.4.2, we analyse the success
rates between the two main variants shor standard QFT and shor semiclassical QFT
and in section 4.4.3, we give a summary statistics of the complexity of their circuits.

Each simulation we performed was done with 1024 shots for better result outcomes. We
did the simulations for the numbers 15, 21 and 33 while attempts were also made to also
factor numbers 35, 39, 51, 55 and 57. However, the constraint on the amount of memory
available to public users in IBM Quantum Experience platform was 8gb RAM and the
capacity of this resource was easily reached by running up to 7 parallel operations each
lasting more than an hour. We got partial results (for some a coprime to N) for the
numbers 35, 39, 51, 55 and 57 and complete results for the numbers 15, 21 and 33 hence
for a holistic analysis, we present the results for N = 15, 21 and 33. The full raw data
(including partial data from 35, 39, 51, 55 and 57) is available at [50]. while the relevant
complete raw and processed data used in this analysis (15, 21 and 33) is available at [57]
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4.4. SIMULATION RESULTS

4.4.1. Execution time analysis

In figure 4.19, we show the relation between the number N factored and the execution
time (in logarithm scale) for 1024 shots. This execution time takes into account the
classical pre-processing, the quantum processing and the classical post-processing where
we employ the continued fractions algorithm. We remind here that the three numbers
considered 15, 21 and 33 are each 4, 5 and 6 bits numbers so their result could fairly
approximate the result for other 4, 5 and 6 bits semi-prime numbers.

Comparison of the execution time for shor_standard_QFT and shor_semiclassical_QFT in log scale

10000

1000

Avg. execution time in seconds (log scale)

21 33

Number (N) factored

Figure 4.19: Comparison of the execution time for shor_standard QFT and shor semi-
classical QF'T in log scale

We see that in the figure 4.19, both variants have exponential computational complexity.
This agrees with the theory as the quantum circuits simulated on classical computers
would have at least exponential computational complexity [17, 18]. It was also proven
that quantum algorithms can only be efficiently simulated using quantum systems in [7].
We observe that in the case of shor semiclassical QFT, the results of the measurement
appear to lie exactly on the trend line. Measured execution times for the shor stan-
dard QFT variant slightly differed from the trend line. It was rather surprising that
the execution time for the shor semiclassical QFT variant was overall higher than the
shor standard QFT variant since it uses less qubits. However this could be explained
given the huge number of QASM instructions in the shor semiclassical QFT variant
when compared to shor standard  QFT. We present this level of information in section
4.4.3.

Normally, a is chosen at random at the start of the Shor’s algorithm and it is important to
investigate what impact the chosen number has on the execution time. Figures 4.20 and
4.21 shows the execution times (for 1024 shots) for every number a coprime to N = 33
respectively for the shor standard QFT and shor semiclassical QFT variants. These
times were taken into account in the analysis regardless of the successful or unsuccessful
outcome of the iteration. We noticed that there was no impact of the success or failure on
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4. SIMULATION OF SHOR’S ALGORITHM

Execution time for every possible number (a) co-prime to N = 33
(shor_standard_QFT)
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Figure 4.20: Execution time for every possible number (a) co-prime to N = 33 (shor_ stan-
dard_QFT)

Execution time for every possible number (a) co-prime to N = 33
(shor_semiclassical_QFT)
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Figure 4.21: Execution time for every possible number (a) co-prime to N = 33 (shor_ semi-
classical _QFT)

the execution time of the algorithm as for example, in the case of shor standard QFT,
the execution time for a = 7 and a = 10 were both the highest and lowest respectively and
both a values were successful with varying degree of probability. Similar statement holds
in the shor semiclassical QFT variant for a = 14 and a = 13. It is quite remarkable
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4.4. SIMULATION RESULTS

to note the very low execution time for @ = 13 in the shor semiclassical QFT variant.
More experiments (each consisting of 1024 shots) for this particular case (a = 13) showed
the execution times all ranged between 52 minutes 25 seconds and 1 hour 8 minutes 35
seconds.

In summary, the shor standard QF'T seems to perform a little better than the shor_semi-
classical QFT variant. However, this could be because of the longer number of QASM
instructions and classical postprocessing using continued fraction algorithm. This rea-
son could be valid because the different possible measurement outcomes from shor stan-
dard _QFT was fewer (84) than that of shor_semiclassical QFT (128) variant hence more
classical postprocessing was needed in the case of shor semiclassical QFT. Nevertheless,
it is important for the performance of the algorithm to choose at random the number a
co-prime to N before every iteration of the algorithm. This tries to ensure almost equal
probability to choose better or worse starting value.

4.4.2. Success rate analysis

In this section, we analyse the success rate of both simulated variants which we define as
the number of executions (out of 1024 shots) that our algorithm yields the correct period.
As discussed in [12], the algorithm returns the correct period r only with some probability.

The standard approach that a candidate (measurement outcome) for an order yield by
the classical post-processing phase is to test whether it is the correct order or not. If this
fails, then the quantum order finding algorithm has to be executed again. In table 4.22
and 4.23, we show the success rates for the numbers N = 15, 21 and 35 considered for
the shor_standard QFT and shor semiclassical QFT variant consecutively. For each
number N and each a chosen, it shows the average success rates.

It is interesting to see the combinations of N and a that gives us over 50% success rates
in the shor standard QFT variant. These are a = 4 and 11 for N = 15, a = 8 and 13
for N =21, a = 10 and 23 for N = 33. However, in the shor standard QFT variant, we
see that only the combination of N = 15 and a = 4 gives a success rate of over 50%. The
theoretical success rate has been shown to depend on the order r, which in turn depends
on the number a co-prime to N [30] and on average ranges between 20% to 40%.

In addition as shown in figure 4.24, it is very interesting to see the high correlation
between the success rate in both variants. However, this could be very much expected
because the underlying theory regarding the period r for each number N and a combina-
tion doesn’t change with a change of algorithm. Hence we see similar patterns because we
are performing the same computation (of order finding) but implemented in two different
ways. Though the overall success rate of shor standard QF'T variant is higher than the
shor semiclassical QFT variant, we observe little significant impact on the success rate
of the computation if either of the two variants is chosen. Also, the overall lower suc-
cess rate in the shor_semiclassical QF'T variant may be explained as the result of many
QASM instructions and measurements which with high probability introduces more gate
and measurement errors even though it uses less qubits.
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4. SIMULATION OF SHOR’S ALGORITHM

Number(N) |a result_factors |prob_success |prob_failure [total_counts |result_successful_counts |result_failure_counts
15 2|[3. 511 36.91 63.09 82 24 58
15 a|[3. 511 50.78 4922 75 ELl 34
15 7|13 51 3467 65.33 36 15 71
15 8|3, 511 39.94 60.06 30 15 55
15 11113, 511 51.56 48.44 71 37 34
15 13|[[3, 5]] 18.95 81.05 93 15 78
15 14([] 0.00 100.00 73 0 73
21 2|3, 7 26.66 73.34 283 52 231
21 4111 0.00 100.00 250 0 250
21 500 0.00 100.00 282 0 282
21 8l3, 711 54.98 4502 153 95 58
21 10([[3, 71] 25.00 75.00 286 42 244
21 11([[3, 7]] 21.68 78.32 278 34 244
21 13 (3, 7] 52.64 4736 145 52 63
21 16([] 0.00 100.00 262 0 262
21 17([] 0.00 100.00 192 0 192
21 19([[3, 71] 23.14 76.86 272 37 235
21 20|[) 0.00 100.00 146 0 146
33 20 0.00 100.00 8§17 0 817
33 41[] 0.00 100.00 805 0 805
33 5|[[3, 11]] 13.09 86.91 809 82 727
33 7(13, 111 12.01 87.99 308 50 728
33 31 0.00 100.00 797 0 797
33 10([[3, 11]] 51.86 45.14 273 165 108
33 13([[3, 11]] 13.38 86.62 842 90 752
33 14([[3, 11]] 14.36 8564 795 86 709
33 16([] 0.00 100.00 8§15 0 815
33 17([] 0.00 100.00 8§17 0 817
33 19([] 0.00 100.00 801 0 801
33 20|[) 0.00 100.00 813 0 813
33 231113, 1111 52.93 47.07 255 135 120
33 25| 0.00 100.00 818 0 818
33 26([] 0.00 100.00 816 0 816
33 28([) 0.00 100.00 833 0 333
33 29|10 0.00 100.00 508 0 808
33 211[] 0.00 100.00 806 0 806
33 321[] 0.00 100.00 249 0 249

Figure 4.22: Success rate for numbers N = 15, 21 and 35 considered in the shor stan-
dard  QFT variant
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4.4. SIMULATION RESULTS

Number(N) |a result_factors |prob_success |prob_failure |total_counts [result_successful_counts |result_failure_counts
15 2|[13, 511 21.09 7891 128 30 98
15 4|13, 511 52.25 47.75 128 57 51
15 71113, 511 22 66 77.34 128 28 100
15 s|[13, 511 24.90 75.10 128 28 100
15 11113, 511 47.56 52.44 128 51 57
15 13][13, 5]] 16.80 83.20 127 22 105
15 14][] 0.00 100.00 128 0 128
21 2|13, 71 12.11 87.89 635 74 561
21 411 0.00 100.00 633 0 633
21 5|11 0.00 100.00 562 0 662
21 8|13, 711 46.39 53.61 442 201 241
21 10|[[3, 7]] 7.42 92 58 650 53 597
21 11|13, 711 7.42 92.58 550 54 596
21 13|13, 71] 48.05 51.95 447 207 240
21 16][] 0.00 100.00 652 0 552
21 17111 0.00 100.00 574 0 674
21 18|[[3. 7]] 7.03 92.97 647 45 502
21 20(] 0.00 100.00 445 0 446
33 211 0.00 100.00 904 0 904
33 4|1 0.00 100.00 908 0 208
33 5|13, 11]] 586 9414 902 53 349
33 7|13, 1111 5.64 93.36 912 51 251
33 8|1l 0.00 100.00 921 0 921
33 10([[3, 11]] 4521 5479 308 364 444
33 13][13. 11]] 9.38 90.63 127 12 115
33 14|[[3, 11]] 537 9463 925 49 876
33 16][] 0.00 100.00 907 0 907
33 17111 0.00 100.00 898 0 898
33 Rl 0.00 100.00 914 0 914
33 20(1] 0.00 100.00 900 0 900
33 23113, 1] 40.33 59.67 812 329 483
33 2511 0.00 100.00 912 0 912
33 25(] 0.00 100.00 912 0 912
33 2810 0.00 100.00 903 0 903
33 29 0.00 100.00 903 0 903
33 3110 0.00 100.00 916 0 916
33 32111 0.00 100.00 803 0 803

Figure 4.23: Success rate for numbers N = 15, 21 and 35 considered in the shor semi-
classical QFT variant
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4. SIMULATION OF SHOR’S ALGORITHM

4.4.3. Circuit metrics summary

In this section, we briefly present a summary of some metrics of the circuits in the two
variants. We comment that after the quantum circuit is built, it is decomposed which is
the expansion of a gate in a circuit using its decomposition rules. Next, the decomposed
circuit is transpiled which is the process of rewriting the input decomposed quantum
circuit to match the topology of the specific quantum device. Transpilation could also be
used as a way of optimizing the quantum circuit for execution on noisy quantum systems.
The process entails the following [19]:

1. Virtual circuit optimization
2. Qubit gate decomposition for all 3+ multi qubit gates

Placement on physical qubits

= W

Routing on restricted topology
5. Translation to basis gates

6. Physical circuit optimization

a_ [num_bits|num_qubits [num_clbits[width |depth|size[num_nonlocal gates [num_ancillas|num_clbits|num_qubits [num_of count ops [num_of measure|[num of h[num of cswap|num_of swap
15 2 4 18 8 26| 144] 185 160 0 s 13| 73 8 3 32) 4
15 4 4 18 ] 26| 144] 185 160 0 ] 13| 73 8 8 32) 4
15 7 4 18 ] 26| 144] 185 160 0 ] 13| 73 8 8 32) 4
15 8 4 18 8 26 144| 185 160 0 8 18 73 8 8 32| 4
15 " 4 18 8 26 144| 185 160 0 8 18 73 8 8 32| 4
15 13 4 18 8 26 144| 185 160 0 8 18 73 8 8 32| 4
15 14 4 18 8 26 144| 185 160 0 8 18 73 8 8 32| 4
21 2 5 22 10 32 210| 271 240 0 10 22| 109 10 10 50 5
21 4 5 22 10 32 210| 271 240 0 10 22| 109 10 10 50 5
21 5 5 22 10 32 210| 271 240 0 10 22| 109 10 10 50 5
21 8 5 22 10 32 210| 271 240 0 10 22| 109 10 10 50 5
21 10 5 22 10 32 210| 271 240 0 10 22| 109 10 10 50 5
21 1 5 22 10 32| 210[ 2711 240 0 10 22 109 10) 10 50 5
21 13 5 22 10 32| 210[ 2711 240 0 10 22 109 10) 10 50 5
21] 16 5 22 10 32| 210[ 2711 240 0 10 22 109 10) 10 50 5
21] 17 5 22 10 32| 210[ 2711 240 0 10 22 109 10) 10 50 5
21] 19 5 22 10 32| 210 2711 240 0 10 22 109 10) 10 50 5
21 20 5 22 10 32| 210 271 240 0 10 22) 109 10) 10 50 5
33 2 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33 4 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33 5 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33 7 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33 8 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
3] 10 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
3] 13 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33| 14 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
3] 16 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33| 17 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33| 19 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33| 20 5 26 12 38| 288[ 373 336 0 12 26 153 12| 12 72 5
33] 23 5 26 12 38| 28g[ 373 336 0 12 26 153 12| 12 72) 5
33| 25 5 26 12 38| 28g[ 373 336 0 12 26 153 12| 12 72) 5
33| 25 5 26 12 38| 28g[ 373 336 0 12 26 153 12| 12 72) 5
33| 28 5 26 12 38| 28g[ 373 336 0 12 26 153 12| 12 72) 5
33| 29 5 26 12 38| 28g[ 373 336 0 12 26 153 12| 12 72) 5
EE 5 26 12 38| 28] 373 336 0 12 26 153 12| 12 72) 5
33| 32 5 26 12 38| 28] 373 336 0 12 26 153 12| 12 72) 5

Figure 4.25: Summary metrics for the shor_standard QFT decomposed circuit

After the transpilation process, some metrics of the circuit could be higher or lower
depending on the initial design of the circuit implementing the algorithm. In the following
figures, we summarize the metrics for the decomposed and transpiled versions of the
circuits implementing both variants of the algorithm. Some abbreviations have been
made and they are explained below [50]:

1. Number of binary digits (num_ bits): Number of bits of the number N

2. Number of qubits (num__qubits)
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4.4. SIMULATION RESULTS

a num_bits | num_qubits [num_clbits | width | depth |size |num_nonlocal_gates [num_ancillas |num_clbits | num_qubits |num_of _count_ops|num_of x|num_of_measure |num_of _h
15 2 4 18 8 26| 6391]10223 8096 0 18 10 129 8 1218
15 4 4 18 8 26| 6393| 10227 8096 0 8 18 10 129 8 1218
15 7 4 18 8 26| 6456| 10293 8156 0 8 18 10 129 8 1218
15 8 4 18 8 26| 6391]10223 8096 0 8 18 10 129 8 1218
15 11 4 18 8 26| 649510291 8156 0 8 18 10 129 8 1218
15 13 4 18 8 26| 6456| 10293 8156 0 8 18 10 129 8 1218
15 14 4 18 8 26| 645510291 8156 0 8 18 10 129 8 1218
21 2 5 22 10 32| 11862 20545 16560 0 10 22 11 201 10 2232
21 4 3 22 10 32| 11862| 20545 16560 0 10 22 11 201 10 2232
21 5 5 22 10 32| 11925| 20611 16620 0 10 22 11 201 10 2232
ral 8 5 22 10 32| 11647 20331 16344 0 10 22 1" 201 10 2252
21 10 2 22 10 32| 11938 20625 16632 0 10 22 11 201 10 2232
21 " 5 22 10 32| 11861 20543 16560 0 10 22 11 201 10 2232
21 13 5 22 10 32| 11707 203891 16404 0 10 22 1" 201 10 2232
21 16 2 22 10 32| 11862| 20945 16560 0 10 22 11 201 10 2232
21 17 5 22 10 32| 11925| 20611 16620 0 10 22 11 201 10 2232
21 19 5 22 10 32| 11937| 20823 16832 0 10 22 1" 201 10 2232
21 20 5 22 10 32| 11721 20407 16416 0 10 22 11 201 10 2232
33 2 6 26 12 38| 20171 36437 29790 0 12 26 11 289 12 3782
33 4 6 26 12 38| 20267 | 36539 29880 0 12 26 11 289 12 3782
33 5 6 26 12 38| 20256| 36523 29874 0 12 26 1" 289 12 3782
33 7 6 26 12 38| 20241 36619 29952 0 12 26 11 289 12 3782
33 8 6 26 12 38| 20298 | 36571 29910 0 12 26 11 289 12 3782
33 10 6 26 12 38| 19273 | 35415 28980 0 12 26 10 289 12 3866
33 13 6 26 12 38| 20282 36551 29898 0 12 26 11 289 12 3782
33 14 6 26 12 38| 20362 36549 30024 0 12 26 10 289 12 3866
33 16 6 28 12 38| 20290| 36477 29952 0 12 26 10 289 12 3866
33 17 6 26 12 38| 20170| 36435 29790 0 12 26 11 289 12 3782
33 19 6 26 12 38| 20240| 36613 29952 0 12 26 11 289 12 3782
33 20 6 26 12 38| 20281| 36465 29946 0 12 26 10 289 12 3866
33 23 6 26 12 38| 19303 35535 28956 0 12 26 1" 289 12 3782
33 25 6 26 12 38| 20290| 36477 29952 0 12 26 10 289 12 3866
33 26 6 26 12 38| 20362 | 36549 30024 0 12 26 10 289 12 3866
33 28 6 28 12 38| 20306 | 36491 29970 0 12 26 10 289 12 3866
33 29 6 26 12 38| 20322| 36511 29982 0 12 26 10 289 12 3866
33 31 6 26 12 38| 20266 36537 29880 0 12 26 1 289 12 3782
33 32 6 28 12 38| 19291| 35439 28992 0 12 26 10 289 12 3866

Figure 4.26: Summary metrics for the shor_standard QFT transpiled circuit

num_nonlocal num_of_count |num_of_meas
Number(N) [a num_bits |num_qubits [num_clbits | width depth [size | _gates num_clbits| num_qubits |_ops ure num_of_cx
15 2 4 11 9 20| 18768| 35469 14304 9 11 6 510 14272
15 4 4 " 9 20| 18768| 35469 14304 9 11 6 510 14272
15 7 4 11 9 20| 18768| 35469 14304 9 11 6 510 14272
15 8 4 11 9 20| 18768| 35469 14304 9 11 6 510 14272
15 1 4 " 9 20| 18768| 35469 14304 £l 11 6 510 14272
15 13 4 11 9 20| 18768| 35469 14304 9 11 6 510 14272
15 14 4 " 9 20| 18768| 35469 14304 £l 11 6 510 14272
21 2 5 13 11 24| 38448| 74503 29150 11 13 6 2046 29100
21 4 5 13 1 24| 38448| 74503 29150 1 13 6 2046 29100
21 5 5 13 11 24| 38448| 74503 29150 1 13 6 2046 29100
21 8 5 13 1 24| 38448| 74503 29150 11 13 6 2046 29100
21 10 5 13 11 24| 38448| 74503 29150 il 13 6 2046 29100
21 11 5 13 1 24| 38448| 74503 29150 11 13 6 2046 29100
21 13 5 13 1 24| 38448| 74503 29150 1 13 6 2046 29100
21 16 5 13 11 24| 38448| 74503 29150 11 13 6 2046 29100
21 17 5 13 1 24| 38448| 74503 29150 1 13 6 2046 29100
21 19 5 13 11 24| 38448| 74503 29150 1 13 6 2046 29100
21 20 5 13 1 24| 38448| 74503 29150 11 13 6 2046 29100
33 2 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 4 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 5 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 7 6 15 13 28| 76596 144541 52920 13 15 6 8190 52848
33 8 6 15 13 28| 76596| 144541 52920 13 13 6 8190 52848
33 10 6 15 13 28| 76596 144541 52920 13 15 6 8190 52848
33 13 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 14 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 16 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 17 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 19 6 15 13 28| 76596 144541 52920 13 15 6 8190 52848
33 20 6 15 13 28| 76596| 144541 52920 13 13 6 8190 52848
33 23 6 15 13 28| 76596 144541 52920 13 15 6 8190 52848
33 25 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 25 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 28 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 29 6 15 13 28| 76596| 144541 52920 13 15 6 8190 52848
33 31 6 15 13 28| 76596 144541 52920 13 15 6 8190 52848
33 32 6 15 13 28| 76596| 144541 52920 13 13 6 8190 52848

Figure 4.27: Summary metrics for the shor semiclassical QFT decomposed circuit
3. Number of classical bits (num__ clbits)

4. Number of qubits plus classical bits in the circuit (width)
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num_nonlocal num_of count num_of meas
Number(N) |a num_bits |num_gqubits |num_clbits | width |depth [size | _gates num_clbits |[num_qubits | _ops num_of_x |ure num_of_h |num_of cx|[num_of t
15 2 4 11 El 20| 6854) 10699 7808 9 " 9 9 510 1483 1728 64
15 4 4 11 9 20| 6853| 10697 7808 9 11 9 9 510 1451 1728 64
15 7 4 11 El 20| 6916) 10759 7868 9 " 9 9 510 1483 1788 64
15 8 4 11 9 20| 6851) 10899 7808 9 " 9 9 510 1483 1728 54
15 11 4 11 9 20| 6916| 10761 7868 9 11 9 9 510 1485 1788 64
15 13 4 11 El 20| 6914] 10759 7868 9 " 9 9 510 1483 1788 64
15 14 4 11 9 20| 6917] 10761 7868 9 " 9 9 510 1485 1788 54
21 2 5 13 11 24| 15155 23377 15840 il 13 9 11 2046 3365 3240 100
21 4 5 13 1 24| 15152| 23377 15840 1 13 9 1 2048 3365 3240 100
21 5 5 13 11 24| 19218 23437 15900 " 13 9 11 2048 3365 3300 100
21 8 5 13 1 24| 14915] 23141 15624 1 13 9 1 2048 3345 3024 100
21 10 5 13 1" 24| 15225) 23449 15912 1" 13 9 11 2048 3365 3312 100
21 11 5 13 11 24| 15147 23377 15840 il 13 9 11 2046 3365 3240 100
21 13 5 13 1 24| 14976 23205 15684 1 13 9 1 2048 3348 3084 100
21 16 5 13 1" 24| 15152) 23377 15840 1" 13 9 11 2048 3365 3240 100
21 17 5 13 11 24| 15210 23437 15900 il 13 9 11 2046 3365 3300 100
21 19 5 13 1 24| 15226) 23449 15912 1 13 9 1 2048 3365 3312 100
21 20 5 13 1" 24| 14988) 23217 15696 1" 13 9 11 2048 3349 3098 100
33 2 6 15 13 28| 35737 50987 28926 13 15 9 13 8190 8045 5742 144
33 4 & 15 13 28| 35826| 51077 29016 13 15 9 13 8190 8045 5832 144
33 5 & 15 13 25|35813| 51071 29010 13 15 9 13 8190 8045 5826 144
33 7 6 15 13 28| 35894| 51147 29088 13 15 9 13 8190 8043 5904 144
33 8 & 15 13 28| 35863| 51107 29048 13 15 9 13 8190 8045 5862 144
33 10 & 15 13 25| 34885( 50085 27972 13 15 10 13 8190 7953 4788 72
33 13 6 15 13 28| 35842| 51095 29034 13 15 9 13 8190 8045 5850 144
33 14 & 15 13 28| 35801] 51151 29088 13 15 9 13 8190 8047 5904 144
33 16 6 15 13 25|35826| 51077 29016 13 15 9 13 8190 8045 5832 144
33 17 & 15 13 28| 35729 50987 28926 13 15 9 13 8190 8045 5742 144
33 19 & 15 13 258|35900( 51147 29088 13 15 9 13 8190 8043 5904 144
33 20 6 15 13 28| 35818] 51071 29010 13 15 9 13 8190 8045 5826 144
33 23 & 15 13 28| 34934 50129 28020 13 15 10 13 8190 7949 4838 72
33 25 & 15 13 25| 35826| 51077 29016 13 15 9 13 8190 8045 5832 144
33 25 6 15 13 28| 35826| 51077 29016 13 15 9 13 8190 8045 5832 144
33 28 & 15 13 28| 35839| 51095 29034 13 15 9 13 8190 8045 5850 144
33 29 & 15 13 25| 35840( 51107 28974 13 15 10 13 8190 7973 5790 72
33 31 & 15 13 28| 35826| 51077 29016 13 15 9 13 8190 8045 5832 144
33 32 & 15 13 25| 34917| 50097 28056 13 15 9 13 8190 8025 4872 144

Figure 4.28: Summary metrics for the shor_semiclassical QFT transpiled circuit

5. Depth of the circuit [i.e. the length of the critical path in the circuit] (depth)
6. Total number of gate operations in the circuit (size)
7. Number of non-local gates in the circuit [for e.g. CNOTSs] (num_ nonlocal _gates)

8. Total number of operations including its multiplicities [this does not include mea-
surement operations| (num_ of count_ ops)

9. Number of measurement operations (num_ of measure)
10. Number of C-NOT operations (num_ of cx)
11. Number of Hadamard operations (num_ of h)
12. Number of T-gate operations [or T-counts] num_ of t

Figures 4.25, 4.26, 4.27 and 4.28 shows the summary metrics of the decomposed and tran-
spiled circuits from the implementation of the the shor standard QFT and shor_semi-
classical QFT variant respectively. We notice how the transpiled circuit implementing
the shor_semiclassical QFT variant is higher than the shor_standard QFT in many
metrics except in the number of qubits and circuit width (which depends on the number
of qubits). Hence this could further explain the reason why the measurement outcomes in
the shor_semiclassical  QFT variant was a lot more noisier than the shor standard QFT
variant.
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5. Conclusion and potential future
work

In this chapter, we summarize the thesis. In section 5.1, we discuss the achievement of
the goals of the thesis. Section 5.2 presents the key conclusions from the simulations of
the Shor’s algorithm and in section 5.3, we present areas of possible further work

5.1. Goals Achievement Discussion

The goals of the thesis has been described in section 1.4. In this section we discuss how
the goals have been achieved in the thesis.

5.1.1. Review of Shor’s Algorithm

In chapter 3, we have described the Shor’s algorithm details. We explained each part of the
algorithm including important concepts such as Quantum Fourier Transforms, Quantum
Phase Estimations and Modular Exponentiation. We also introduced basic subroutines
needed to perform the Shor’s order finding algorithm. In addition, we discussed the
standard implementation of the Shor’s algorithm in section 3.3 and a variant using semi-
classical Quantum Fourier Transforms in section 3.1.2. We provided circuits leading up
to the Quantum Modular Exponentiation, Quantum Phase Estimation and the Quantum
Fourier Transforms. In section 3.1.2, presented an optimization variant of the Quantum
Fourier Transforms and we compared the implementation of these variants in terms of the
number of qubits needed as well as number of gates and circuit depth. In section 3.8, we
discussed the complexity analysis of the two implementation variants and in section 2.2,
we showed how an efficient integer factoring algorithm such as Shor’s factoring algorithm
can be used in breaking the RSA cryptosystem.

5.1.2. Simulation of Shor’s Algorithm

We have implemented the quantum circuits for Shor’s algorithm which was described
in chapter 4 using the QASM simulator in IBM Quantum Experience Platform. We
have tested the implementations and observe that it gives correct results according to
theoretical assumptions and realistic implementation of the current quantum systems
available. We have prepared and executed simulation cases in order to compare the
implementation variants.

5.1.3. Analysis of simulation results

In section 4.3, we presented the outcomes from our simulations. We analyzed a perfor-
mance metric given by the execution time. We have also compared the success rate of
order finding achieved by the different algorithm variants and summarized their circuit
complexity.
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5. CONCLUSION AND POTENTIAL FUTURE WORK
5.2. Simulation Results Summary

We have simulated two implementation variants of the Shor’s Factoring algorithm using
the QASM simulator offered on IBM Quantum Experience Platform. We compared the
results in terms of computational complexity, the algorithm’s success rate of finding the
order and circuit metrics.

Both implementation variants had exponential computational complexity. This is correct
according to the theoretical assumptions regarding the simulation of quantum compu-
tation on classical computers [17]. However, one of the variants (shor_standard QFT)
performs a little better than the other (shor semiclassical QFT). This could be because
of the much higher QASM instructions needed in the shor semiclassical QFT variant.

The success rates of both implementations correlated well for different combination of
values of N and a. However, one of the variants (shor standard QFT) had a slightly
higher success rates overall.

5.3. Further Work

In this thesis, we have simulated and provided the results of the simulation of two vari-
ants of the Shor’s Algorithm. There are other possibilities that could be done. While
we used solely the Quantum Adder, the Classical Adder can be used. Quantum Modular
Exponentiation with Classical Adder can be combined with both the standard QFT and
the semiclassical QF'T.

In Shor’s algorithm, the number a with ged(a, N) =1 is chosen at random at the begin-
ning of the algorithm. It could be useful to see the analysis from a number theoretical
point of view of how these values (or even class of values) of a can effect the result in an
overall success rate of finding the order of r.

In this thesis, our implementation variant using semiclassical QFT optimized the re-
quired number of qubits from 2n to just 1 where n denotes the number of bits of the
semi-prime N to be factored. There are also variants of Shor’s algorithm that optimises
the number of operations or include the possibility of parallel computations. It will be
very useful to see how these possibility of parallelizing the computation could be combined
with the semiclassical implementation of the QF'T to build an order finding circuit that
both reduces the number of qubits required and the number of operations.
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6. LIST OF USED ABBREVIATIONS AND SYMBOLS

6. List of used abbreviations and
symbols

|.) Ket notation. Also represents a column vector

(.| Bra notation. A row vector equal to the complex conjugate transpose of |.)
1 Complex conjugate transpose

* Complex conjugate of a vector

la) (b] Ket-Bra notation representing the outer product of a and b.

(b| |a) Bra-Ket notation representing the inner product of a and b.

la) |b) Ket-Ket notation representing the tensor product of a and b.

® Tensor product

R Set of Real Numbers

C Set of Complex Numbers
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List of attachments
1. shor__normal_ constant.ipynb: This contains code for the implementation of the
constant optimized version of Shor’s algorithm.

2. shor__standard__qft.ipynb: This contains code for the implementation of the shor stan-
dard QFT variant of the Shor’s algorithm.

3. shor__semiclassical__QFT: This contains code for the implementation of the shor semi-
classical _QFT variant of the Shor’s algorithm.

4. Zip files of csvs: This contains data saved for the simulation experiments carried out
for the two implementation variants of the Shor’s algorithm
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